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1
SARO: SCALABLE ATTACK-RESISTANT
OBFUSCATION OF LOGIC CIRCUITS

RELATED APPLICATION

The present application claims benefit under 35 USC
119(e) of U.S. Patent Application No. 63/059,299, filed Jul.
31, 2020, the content of which is incorporated herein by
reference in its entirety.

TECHNICAL FIELD

The present application relates to integrated circuits, and
more particularly to an integrated circuit that is obfuscated
to be resistant to attacks.

BACKGROUND

Hardware IPs are commonly employed in the semicon-
ductor industry. A single System-on-Chip (SoC) generally
includes one or more third-party hardware Intellectual Prop-
erty (IP) cores. A hardware IP core typically includes a
Register Transfer Level (RTL) source code and/or gate-level
netlists. However, hardware IP cores are generally vulner-
able to security attacks such as IP piracy, counterfeiting,
reverse engineering, and the like. A technique such as, for
example, an authentication technique or an obfuscation
technique, can be employed to provide IP protection.
Authentication techniques generally rely on insertion of a
unique signature (e.g., watermark) to establish ownership of
a hardware IP core. Obfuscation techniques, on the other
hand, generally rely on preventing an attacker from black-
box usage of a hardware IP core and/or understanding a
design-intent of a hardware IP core, thereby preventing an
unauthorized third-party from gaining access to the hard-
ware [P core or replicating a design of the hardware IP core.

BRIEF SUMMARY

A method of obfuscating a circuit design, in accordance
with one embodiment of present disclosure, includes, in
part, receiving a netlist of the circuit design, splitting the
circuit design into a multitude of partitions, transforming
each of the multitude of partitions thereby to obfuscate each
partition, and stitching the multitude of transformed parti-
tions to form the obfuscated circuit.

In one embodiment, the method further includes, in part,
shuffling the transformed partitions. In one embodiment, the
netlist is a register transfer level netlist. In one embodiment,
the method further includes, in part varying the number of
the partitions. In one embodiment, the method further
includes, in part, varying the size of at least a subset of the
partitions. In one embodiment, the partitions are distributed
throughout the entirety of the design.

In one embodiment, the method further includes, in part,
generating a randomized circuit associated with at least a
subset of each of the multitude of partitions, and merging
each partition with the partition’s associated randomized
circuit. Each randomized circuit substantially matches the
shape and size of its associated partition. In one embodi-
ment, the method further includes, in part, merging each
partition with the partition’s associated randomized circuit
via a multitude of multiplexers each adapted to receive a
different key at the multiplexer’s select terminal.

In one embodiment, the method further includes, in part
quantifying the amount of transformation associated with
each partition. In one embodiment, the method further
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includes, in part, randomizing the number of outputs obfus-
cated in each partition. In one embodiment, the method
further includes, in part randomizing the location in each
partition at which an obfuscation key is applied.

In one embodiment, the method further includes, in part,
randomly selecting in each partition one or more logic gates
used to obfuscate the partition. In one embodiment, the
method further includes, in part, adding a first key to at least
one of the obfuscated partitions, and adding a second key to
the partition’s associated randomized circuit. In one embodi-
ment, the method further includes, in part, including con-
figurable logic to enable updating of the first and second
keys during various stages of development of the design.

A system, in accordance with one embodiment of the
present disclosure, includes, in part, a memory storing
instructions, and a processor, coupled with the memory and
configured to execute the instructions. The instructions
when executed cause the processor to receive a netlist of the
circuit design, split the circuit design into a multitude of
partitions, transform each of the plurality of partition
thereby to obfuscate each partition, and stitch the plurality of
transformed partitions to form the obfuscated circuit.

In one embodiment, the instructions further cause the
processor to shuffle the transformed partitions. In one
embodiment, the netlist is a register transfer level netlist. In
one embodiment, the instructions further cause the processor
to vary the number of partitions. In one embodiment, the
instructions further cause the processor to vary the sizes of
at least a subset of the partitions. In one embodiment, the
partitions are distributed throughout an entirety of the
design.

In one embodiment, the instructions further cause the
processor to generate a randomized circuit associated with at
least a subset of each of the plurality of partitions, and merge
each partition with the partition’s associated randomized
circuit. Each randomized circuit substantially matches the
shape and size of its associate partition. In one embodiment,
the instructions further cause the processor to merge each
partition with the partition’s associated randomized circuit
via a multitude of multiplexers each adapted to receive a
different key at the multiplexer’s select terminal.

In one embodiment, the instructions further cause the
processor to quantify the amount of transformation associ-
ated with each partition. In one embodiment, the instructions
further cause the processor to randomize a number of
outputs obfuscated in each partition. In one embodiment, the
instructions further cause the processor to randomize the
location in each partition at which an obfuscation key is
applied. In one embodiment, the instructions further cause
the processor to randomly select in each partition one or
more logic gates used to obfuscate the partition. In one
embodiment, the instructions further cause the processor to
add a first key to at least one of the obfuscated partitions, and
add a second key to the partition’s associated randomized
circuit. In one embodiment, the instructions further cause the
processor to include configurable logic to enable updating of
the first and second keys during various stages of develop-
ment of the design.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A shows a logic circuit, as known in the prior art.

FIG. 1B shows the logic circuit of FIG. 1A after the circuit
has been obfuscated.

FIG. 2 is an exemplary flowchart for locking a circuit
design, in accordance with one embodiment of the present
disclosure.
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FIG. 3 shows the lifecycle of a hardware IP, the attacks it
is vulnerable to during various stages, and the countermea-
sures that may be deployed to thwart each such attack.

FIG. 4 shows an algorithm adapted to provide for scalable
attack resistant obfuscation, in accordance with one embodi-
ment of the present disclosure.

FIG. 5 shows an exemplary partitioned circuit that has
distributed protection against an SAT attack, in accordance
with one embodiment of the present disclosure

FIG. 6 shows a function generator block included in a
partition of a split design, in accordance with one embodi-
ment of the present disclosure.

FIG. 7A shows a design transformation process, in accor-
dance with one embodiment of the present disclosure.

FIG. 7B shows a process for updating a key, in accordance
with one embodiment of the present disclosure.

FIG. 8 shows a random SAT function adapted to generate
a random function, in accordance with one embodiment of
the present disclosure.

FIG. 9 is an exemplary algorithm that provides a random
SAT function generator, in accordance with one embodiment
of the present disclosure.

FIGS. 10A, 10B, 10C, 10D, and 10E are a graphical
overview that compares a scalable attack-resistant obfusca-
tion process, in accordance with one embodiment of the
present disclosure, to a number of conventional locking
techniques.

DETAILED DESCRIPTION

The present disclosure more fully describes various
embodiments with reference to the accompanying drawings.
It should be understood that some, but not all embodiments
are shown and described herein. Indeed, the embodiments
may take many different forms, and accordingly this disclo-
sure should not be construed as limited to the embodiments
set forth herein. Rather, these embodiments are provided so
that this disclosure will satisfy applicable legal require-
ments. Like numbers refer to like elements throughout.

Hardware obfuscation is a technique that protects hard-
ware [P cores against piracy attacks and/or other security
vulnerabilities. An obfuscation technique may be used dur-
ing early stages of a life cycle of a hardware IP core to
frustrate an attacker. For example, functional obfuscation
techniques (e.g., logic locking techniques) are applied to
Register-Transfer Level (RTL) or gate-level netlists. Other
obfuscation techniques (e.g., a physical obfuscation tech-
nique, etc.) are applied during the fabrication stage of a
hardware IP core. For example, physical obfuscation tech-
niques are post-silicon measures that are applied to a basic
structure of logic elements of an integrated circuit. By
adding dummy contacts, the logic elements are not easily
distinguishable, thereby adding a layer of protection against
physical attacks.

Conventional obfuscation techniques that employ deter-
ministic techniques, remain vulnerable to piracy attacks
and/or other security vulnerabilities due to, for example, the
deterministic techniques being uncovered and/or bypassed
by an attacker. Additionally, existing countermeasures gen-
erally suffer from a lack of robust graphical alteration of a
target integrated circuit, which provides an attacker with an
opportunity to perform structural-based attacks. Moreover,
the ability of these techniques to successfully obfuscate a
large-scale design also limits their practical applications.

To overcome these shortcomings, various embodiments
described herein provide scalable attack-resistant obfusca-
tion of logic circuits. Accordingly, functional-based attacks
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4

and/or structural analysis-based attacks on obfuscated cir-
cuits are minimized by employing various techniques dis-
closed herein. In one embodiment, a target circuit (e.g., an
integrated circuit) may be represented as a graph and par-
titioned using an algorithm. Furthermore, a robust and
randomized design transformation process may be per-
formed with respect to each partition individually. Each
partition may then be obfuscated individually. The scalable
attack-resistant obfuscation may be a pre-silicon structural
and/or functional hardware logic obfuscation where the
circuit design is divided into a multitude of small partitions.

In accordance with one embodiment of the present dis-
closure, a circuit is structurally altered. In one embodiment,
the ability to lock a relatively large hardware IP cores is
provided. The scalable attack-resistant obfuscation can per-
form a high-level RTL design transformation that provides
a multitude of locking mechanisms. In one embodiment, the
scalable attack-resistant obfuscation can add key depen-
dency to both original gates as well as to added gates to form
a symmetric partition with hard-to-find dummy functions. In
one embodiment, the scalable attack-resistant obfuscation
can provide a well-hidden and/or a hard-to-remove distrib-
uted protection against various attacks on logic obfuscation.
In one embodiment, the scalable attack-resistant obfuscation
provides a tool that generates random and unrecognizable
satisfiability (SAT)-hard functions to be used to mitigate
SAT-based attacks. In one embodiment, the scalable attack-
resistant obfuscation provides a pre-silicon obfuscation
evaluation metric that can quantify the level of structural
and/or functional alteration caused by the obfuscation pro-
cess.

In one embodiment, the integrated circuit design is
divided into a number of partitions. A randomized design
transformation for each output function of one or more
partitions from the multitude of partitions can be performed
to generate a set of obfuscated partitions for the integrated
circuit. In one embodiment, functional transformations and/
or structural transformations can be evenly distributed
across the entirety of the design of the integrated circuit. In
one embodiment, a key-dependent transformation of Bool-
ean functions can be incorporated in a partition in a way that,
unlike existing logic locking approaches, does not employ
key gate insertion. In another embodiment, re-configurable
logic can be employed to provide for updating the locking
key value at different IP development stages and/or from
chip to chip using a set of programmable configuration bits.
The attack-resistant obfuscated circuit may be provided
based on the set of obfuscated partitions.

As used herein, the term ‘obfuscation’ may be used
interchangeably to represent electronic hardware obfusca-
tion or logic locking techniques. Furthermore, as used
herein, a netlist can be a description of connectivity for a
circuit. For example, a netlist can be formatted in a hardware
description language to describe connectivity for a circuit.
Furthermore, as used herein, RTL source code can model a
circuit based on flow of signals between hardware compo-
nents and/or logical operations associated with the signals.
For example, a hardware description language may be used
to implement RTL source code associated with an integrated
circuit design.

As described above, in accordance with one aspect of the
present disclosure, an integrated circuit design is split into
multiple partitions. Each partition is then obfuscated sepa-
rately using an obfuscation scheme. In one embodiment, a
design transformation process related to the obfuscation may
be an RTL-based locking mechanism implemented to be
randomized in one or more aspects. FIG. 1A shows a logic
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circuit 100. FIG. 1B shows circuit 110 that is similar to
circuit 100 except that circuit 110 has been obfuscated to
include an XOR gate 102 and an XNOR gate 104, as shown.

FIG. 2 is an exemplary flowchart 200 for locking a netlist
associated with a circuit design, in accordance with one
embodiment of the present disclosure. At 201 a gate-level
netlist is received. At 202, candidate nets from gate-level
netlist 201 are selected. At 10, locking key gate are inserted
into the selected netes. At 206, a system optimization is
performed subsequent to which, at 207, the netlist is locked.

FIG. 3 shows the lifecycle of a hardware IP, the attacks it
is vulnerable to during various stages, and the countermea-
sures that may be deployed to thwart each such attack. As
shown, untrusted parties may perform different malicious
activities on a hardware 1P during different phases of the IP’s
lifecycle. A scalable attack-resistant obfuscation (also
referred to herein as logic locking) technique 302, in accor-
dance with one aspect of the present disclosure, may be used
to prevent IP reveres engineering, IP cloning, and IC reverse
engineering attacks.

A scalable attack-resistant obfuscation technique, in
accordance with an embodiment of the present disclosure,
may be used to alter a structure of the netlist and/or a
graphical representation of the overall design when applied
to all the design partitions. The size and/or the number of
partitions, as well as the design transformation associated
with each partition may vary. In one embodiment, the
scalable attack-resistant obfuscation can provide a highly
randomized design transformation that partitions the target
circuit and locks each partition individually. As such, a
highly effective structural alteration of the circuit may be
obtained. In one embodiment, the scalable attack-resistant
obfuscation controls the power and area overheads by con-
trolling the size of each partition and/or the total number of
dummy functions inserted into the design.

FIG. 4 shows an algorithm 400 that generates a scalable
attack-resistant obfuscation, according to one embodiment
of the present disclosure. The inputs to the algorithm are the
original netlist represented by parameter netlist_org, the size
of the obfuscation key represented by parameter k, , and
overhead constraints, such as area, power, and timing, as
represented by parameter RanSAT_limit, which defines the
number of RanSAT insertions. The original netlist netli-
st_org of the target circuit is converted to an equivalent
netlist G,,,. Then, a partitioning algorithm, shown as G,
[p]=partition(G,,,,,p), in which p is the number of partitions,
is applied. Fach design partition defined by G, [p] is
obfuscated individually using a transformation scheme.
Each step in algorithm 400 is designed to be highly ran-
domized. For instance, after the partitioning is performed, a
shuffling step (shown in line 12 of the Algorithm) is applied
to randomize the design to ensure that the design transfor-
mation is non-deterministic.

A scalable attack-resistant obfuscation (SARO) process,
in accordance with some embodiments, includes initial
analysis and/or determination of the partition size. In the
initial analysis stage, an original netlist may be compiled
using a synthesis tool. Furthermore, according to some
embodiments, the generated gate-level netlist may be
recompiled multiple times for further optimization. The
optimized netlist, defined by parameter, org netlist, can be
considered the reference design, where area, power, and
timing reports can be used to measure the overheads asso-
ciated with the obfuscated netlist. Moreover, the size of the
partitions can be specified based on the size of the circuit
and/or a number of key-bits. In one embodiment, a partition
size can be calculated using the following expression:
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L . Gatesioral
partition_size = roundfdown{ _ }
Ksize

In the above expression, parameter Gates,,,,, represents
the total number of gates (e.g., vertices), parameter k.
represents the key size in bits, and parameter partition size
represents the number of gates specified for each partition.

In some embodiment, the SARO process includes an
optional step of universal gate transformation. In such
embodiments, the design can be transformed into a corre-
sponding equivalent form that includes AND gates and
inverters. In one embodiment, the corresponding equivalent
design may be an And-Inverter Graph (AIG). As such,
SARO provides an ability to transform a design to one or
more parts of the design that may not be accessible with
traditional libraries.

A SARO process, in some embodiments, includes hyper-
graph partitioning. For example, the gate-level netlist may
be transformed into an equivalent hypergraph format. A
hypergraph is a generalization of a graph in which a struc-
ture is represented with vertices and edges. Vertices can
represent the basic elements (e.g., gates) in the hypergraph
and the edges can be the links (e.g., wires) that connect the
vertices. Hyperedges may refer to edges that connect more
than two vertices. Each gate and wire can be assigned a
numerical value. Furthermore, the gates can be added to the
vertices list, and wires can be added to the edges list. An
output of such may be a hypergraph format file G_,_, as
shown in the netlist of FIG. 4.

In some embodiments, the hypergraph file may be run
through the partitioning process. The partitioning algorithm
may be a hMETIS hypergraph partitioning framework that
generates high-quality partitions. In some embodiments, the
number of cut edges, that are the outputs of each partition,
may be reduced.

In some embodiments, the partitioning may be performed
using a multi-level partitioning algorithm. For example, the
multi-level partitioning algorithm may include a coarsening
phase, an initial partitioning phase, an uncoarsening phase,
and/or a refinement phase. During the coarsening phase, the
main hypergraph can be split into a set of smaller subgraphs.
The coarsening phase may be applied to balance a number
of hyperedges in each generated hypergraph.

During the initial partitioning phase, the bisection of the
coarsened hypergraphs generated in the coarsening phase
can be computed. Since the coarsened hypergraphs are
relatively small (e.g., about 100 vertices each), the parti-
tioning algorithm can improve the runtime and/or quality of
partitions. In some embodiments, during the uncoarsening
phase, the partitions of the initial partitioning phase can be
employed to reconstruct the main hypergraph. The partitions
can correspond to the vertices of a higher-level graph, in
various embodiments. During the refinement phase, the
partitions for the main hypergraph can be created. By
employing the refinement phase, a number of cuts in the
main partitions can be reduced. Furthermore, a final list of
partitions and/or corresponding vertices can be generated by
the refinement phase.

In some embodiments, the parameters for the partitioning
can be set based on the overhead constraints associated with
the average number of gates in each partition. A file asso-
ciated with the partitioned hypergraph is represented by
G, lpl in FIG. 4. Bach line in a file associated with the
partitioned hypergraph can represent a vertex. Furthermore,
a value in respective lines may be used to refer to the
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partition number which the corresponding vertex is assigned
to. Each partition in the gate-level representation can be
reconstructed. Furthermore, the gates, inputs, wires, and/or
outputs for each partition can be identified. In some embodi-
ments, each partition may represent a standalone design
module. In some embodiments, distributed SAT attack resis-
tance is provided. For instance, in some embodiments, a
layer of protection against SAT attacks is provided. The SAT
protection can be distributed to make it hard to identify
and/or remove.

FIG. 5 illustrates an exemplary partitioned view 500 of a
circuit that provides distributed protection against an SAT
attack. For example, existing SAT mitigating techniques
focus on increasing the number of distinguishable input
patterns (DIPs) required to break the circuit, which increases
the complexity of the attack algorithm. In accordance with
embodiments of the present disclosure, complex formulas
that SAT solvers are not able to break in a short time are
provided.

In some embodiments, a distributed SAT resistance may
be achieved by inserting SAT-hard functions into the original
design of the circuit. One method to measure the SAT
complexity of such functions is to analyze the conjunctive
normal form (CNF). CNFs are a set of clauses that represent
the functionality using only “AND” operators, “OR” opera-
tors, and variables that represent the inputs/outputs and
internal signals of the circuit. A SAT-hard function can be
defined as a function that has two main properties. The first
property is that the clause to variable ratio for the 3-SAT
CNFs (CNFs that are limited to 3 literals per clause) is
approximately 4.3. The second property is that the total
number of variables is as high as possible. The number of
SAT-solver calls grows exponentially as the number of
variables increases.

In some embodiments, a Random SAT-hard (RanSAT)
function generator is used to generate a RanSAT function.
The RanSAT function provides randomized SAT complex
circuits that match the shape and/or size of the target
partition. After the RanSAT function is generated, both the
function and the original partition can be merged using, e.g.,
2-input multiplexers. Additionally, the key-controlled mul-
tiplexers may be inserted at each output of the partition. In
one embodiment, the corresponding output from an RanSAT
function may be used as a dummy function.

FIG. 6 shows an exemplary system 600 that includes, in
part, a RanSAT function generator 602, added to a partition
n of a design. The RanSAT function generator 602 may be
used to mimic the original circuit functionality. RanSAT
function generator 602 may include the same number of
input/output ports, logic level, and/or the number of obfus-
cation key-bits to form a symmetric shape. It is understood
that although the RanSAT function generator 602 is not part
of the original circuit design, an SAT attack algorithm must
analyze the RanSAT functions in every iteration, thereby
exponentially increasing the runtime of the attack. Another
advantage of the RanSAT function is that the output cor-
ruptibility of the obfuscated design is relatively very high.
The corruptibility in conventional SAT-resistant methods
has to be reduced to make it difficult to find a DIP and
increase the runtime of the attack.

In one embodiment, each partition may be obfuscated by
altering the overall functionality. Such an alteration may be
performed in the RTL code. As such, the randomness can be
maximized while maintaining a robust locking mechanism.
Furthermore, any attack that focuses on machine learning
training to extract keys (e.g., such as SAIL) can be thwarted.
A non-deterministic obfuscation technique, used according
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to some embodiments of the present disclosure, makes it
difficult for an attacker to launch a successful attack.

In some embodiments, a design transformation includes
adding a CASE statement—a well-known Verilog coding
statement that allows for different conditions to be per-
formed when specific values are observed—to the partition.
In one embodiment, the design transformation process
obfuscates a number of outputs in each partition. In one
embodiment, the physical location of each partition to be
obfuscated is selected at random. Moreover, the locking
mechanism may also be randomized. For example, in some
embodiments, the locking mechanism can be achieved using
one or more of XOR, XNOR, two-input multiplexer (mux),
four-input mux, and the like. In one embodiment where a
mux is used for transformation, the dummy functions can be
a random set of gates that employ the same partition inputs
as the original circuit. In one embodiment where a mux is
selected, the dummy functions can be randomly selected
signal lines from the original design such as, for example,
internal signals, primary inputs, key inputs, or constants.

FIG. 7A illustrates a design transformation process 700,
according to an embodiment of the present disclosure.
When, for example, mux-based obfuscation is employed,
gates performing dummy functions may be inserted in the
partitions. Such dummy functions may include a randomly
implemented selected gates and/or connections. In some
embodiments, the dummy functions may be close to the
functions performed by the original design.

The multiplexer-based obfuscation may by used to alter a
graph associated with the original circuit. The selection
process of dummy routes can be implemented such that, in
each partition, at least one dummy route from another
partition in the same logic depth is used, thereby resulting in
a grid-like shape between different partitions of the design.
In some embodiments, by using dummy functions and/or
routes that are not present in the fan-out cone of the selected
node for obfuscation, combination loops are avoided. A
combination loop can be, for example, a loop that is formed
when a combinational logic chain drives itself. As is known,
if the output of a set of gates in a chain is connected to the
input of the chain, the chain may oscillate, an outcome that
is undesirable and inhibited by embodiments of the present
disclosure. In one embodiment, to control the key size, the
same keys may be used in different partitions. As such, a
wrong key used by an attacker can affect multiple nodes
resulting in a significant increase in the output corruptibility.

In some embodiments, a design transformation process
may be implemented to support a configurable key that
enables assigning a unique key for each chip instance. To
assign a unique key to each chip instance and for each
partition, a one-way function (or other Boolean function)
controlled by a key-configuration-variable can be included
for key bits associated with a partition. In one embodiment,
the one-way function may receive a first input that corre-
sponds to a raw key (e.g., a subset of the obfuscation key)
for a given partition and/or a second input that corresponds
to the key-configuration-variable. The first input and/or the
second input can be used to generate a true key. The true key
may be, for example, a correct obfuscation key that unlocks
the partition. In one embodiment, the one-way-function
enables the raw key to be changeable at different IP devel-
opment stages by reconfiguring one or more memory ele-
ments storing the key-configuration-variable.

FIG. 7B shows a key-update mechanism 750, in accor-
dance with one embodiment of the present disclosure. A true
key for a given partition may be generated using a one-way-
function that receives two inputs, namely a raw key for the



US 11,797,736 B2

9

partition and a key-configuration-variable. Both inputs to the
one-way-function that generates the true key may be acces-
sible and/or controlled by the user. For example, in one
embodiment, a secure memory module can be integrated to
store the raw key and/or the key-configuration-value.

In some embodiments, a random SAT-hard (RanSAT)
function generator generates functions, such as RanSAT
functions with relatively high SAT complexity. The gener-
ated RanSAT functions can be randomized in terms of gate
types and/or connections.

FIG. 8 shows a RanSAT function 800, in accordance with
one embodiment of the present disclosure. The RanSAT
function 800 includes a number of control features. For
example, the RanSAT function 800 can provide control over
the size and/or shape of the generated RanSAT functions.
Furthermore, the number of inputs and/or outputs can be
adjustable to meet one or more design requirements, as
provided by a user. Additionally, the number (see parameter
Depthy,,,s47 in the code shown in FIG. 9) and/or the size
(see parameter Widthy ¢, 1n the code shown in FIG. 9) of
logic levels can also be controlled.

The permutation blocks (see FIG. 8) disposed between
logic levels are configured to facilitate random interconnec-
tion of gates. The permutation blocks can facilitate selection
of gates at least once in each new level so as to, for example,
avoid dangling and/or unconnected nodes. Based on the
number of outputs, the wires used at the last logic levels can
be randomly segmented into groups. In one embodiment,
each group can correspond to one output. Furthermore, the
wires in each group can be reduced to one wire by applying
a multi-input randomly selected gate.

In some embodiments, the RanSAT function 800 may be
generated based on a set of rules. Such rules includes, for
example, a rule requiring that the RanSAT function 800
match the selected partition in terms of the number of
inputs/outputs, or a rule that the number of inserted RanSAT
functions should not cause the overall overhead to exceed a
certain percentage (e.g., 15%), or a rule requiring that the
gate types in each logic levels be balanced to maintain a ratio
of 3-SAT CNF clause to a variable between a certain interval
(e.g., 3.5 and 5), or a rule requiring that a number of
variables be higher than a certain threshold value (e.g., 200
variables), or a rule that all input wires to each permutation
block be used at least once, and the like.

FIG. 9 is an exemplary algorithm 900 that provides a
RanSAT function generator, in accordance with one embodi-
ment of the present disclosure. Algorithm 900 receives data
representing a circuit partition as its input. The partition can
be structurally analyzed to compute the number of logic
levels and/or the average number of gates per level. Algo-
rithm 900 can vary the number of logic levels and/or the
average number of gates per level by adding or subtracting
a randomly selected value (e.g., t2) to increase the random-
ness of the generated function. Each level can be created in
a single iteration in the loop, as shown in line 8 of the
algorithm 900.

In one embodiment, the level generation process may
apply an initial CNF clause to the variable ratio analysis,
where variable CV,,,,; is received. Algorithm 900 can
control variable CV by adjusting the level width via param-
eter Width,,, o, In one embodiment, the level width
defined by parameter Widthy,,,, . ,-can control the number of
CNF variables added to the function and/or the types of
gates inserted to control the number of CNF clauses. For
example, certain gate types, such as XOR gates, have more
clauses, while other gate types, such as AND gates can be
represented with a lower number of clauses.
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In one embodiment, the width defined by parameter
Width, ., and/or types of gates, as obtained from param-
eter gates list, for parameter RanSAT,, ., can be determined
using parameter CV,,,,,;,,- Furthermore, the generated RanS-
AT,,,.; can be randomly permuted to the accumulated
RanSAT,, ;. Moreover, the CNF clause to variable ratio
CV for the updated RanSAT function can be computed. For
example, in some embodiments, the newly added level may
be accepted if the CV is between, e.g. 3.5 and 5, defined as
an optimum range to provide a SAT-complex function. In
one embodiment, the generated RanSAT function can be
stitched to the original partition, as shown in FIG. 5. The
SAT-hard obfuscated partition defined by parameter Parti-
tion,,, - may correspond to the output of the algorithm 900.

In some embodiments, the SAT analysis may be per-
formed with respect to several generated RanSAT functions
with different sizes. The results of such analysis is shown in
the exemplary Table below:

Logic  Level SAT
Gate  Levels Size Attack
Variant Inputs Outputs Count* (Depth) (Width) Runtime (s)
1 12 2 234 7 15 41623
2 14 2 251 8 20 39644
3 16 1 289 9 25 212806
4 18 1 311 10 30 230863
5 20 2 364 11 35 283791
6 22 1 411 12 40 307718

As is seen from the above Table, the generated RanSAT
functions provide improved security for a circuit, where
runtimes may exceed days for the RanSAT function associ-
ated with 289 gates. Additionally, when placing multiple
RanSAT functions across the design, the overall SAT com-
plexity for the obfuscated circuit grows, thereby providing
improved security for a circuit.

FIGS. 10A, 10B, 10C, 10D, and 10E are a graphical
overview 1000 that compares the SARO process disclosed
herein to conventional locking techniques. The original
design of an integrated circuit is identified as 1002. A
stripped-functionality locking result associated with a con-
ventional obfuscation technique for the circuit is identified
as 1004. A full locking result associated with another con-
ventional obfuscation technique for the circuit is identified
as 1006. A cone-size based locking result associated with
another conventional obfuscation technique is identified as
1008. The scalable attack-resistant obfuscation of the circuit
achieved using embodiments of the present disclosure are
identified as 1010.

As seen in FIGS. 10A, 10B, 10C, 10D, and 10E, all
key-gates of the stripped-functionality locking result 1004,
the full locking result 1006 and the cone-size based locking
result 1008 are clustered in a certain region of the circuit.
However, embodiments of the present disclosure perform an
obfuscation that distributes the key-gates across the entire
design, thereby substantially altering the graphical represen-
tation of the locked circuit associated with the original
design 1002.

Many modifications and other embodiments of the inven-
tions set forth herein will come to mind to one skilled in the
art to which these inventions pertain having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it is to be understood that
the inventions are not to be limited to the specific embodi-
ments disclosed and that modifications and other embodi-
ments are intended to be included within the scope of the
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appended claims. Although specific terms are employed
herein, they are used in a generic and descriptive sense only
and not for purposes of limitation.
The invention claimed is:
1. A method of obfuscating a circuit design, the method
comprising:
receiving a netlist of the circuit design;
splitting the circuit design into a plurality of partitions,
wherein a size of each of the plurality of partitions is
determined based at least in part on a size of the circuit
design and a key size for obfuscating the circuit design;
generating a randomized circuit associated with each of at
least a subset of the plurality of partitions, each ran-
domized circuit substantially matching a shape and the
size of the associated partition;
merging each of the at least a subset of the plurality of
partitions with the partition’s associated randomized
circuit via a plurality of multiplexers each adapted to
receive a different key at the multiplexer’s select ter-
minal;
transforming each of the plurality of partitions thereby to
obfuscate each partition; and
stitching the plurality of transformed partitions to form
the obfuscated circuit design.
2. The method of claim 1 further comprising:
shuffling the transformed partitions.
3. The method of claim 1 wherein said netlist is a register
transfer level netlist.
4. The method of claim 1 further comprising:
varying a number of the plurality of partitions.
5. The method of claim 1 further comprising:
varying the size of at least a subset of the plurality of
partitions.
6. The method of claim 1 wherein the plurality of parti-
tions are distributed throughout an entirety of the design.
7. The method of claim 1 further comprising:
quantifying an amount of transformation associated with
each partition.
8. The method of claim 1 further comprising:
randomizing a number of outputs obfuscated in each
partition.
9. The method of claim 1 further comprising:
randomizing a location in each partition at which an
obfuscation key is applied.
10. The method of claim 1 further comprising:
randomly selecting in each partition one or more logic
gates used to obfuscate the partition.
11. The method of claim 1 further comprising:
adding a first key to at least one of the obfuscated
partitions; and
adding a second key to the partition’s associated random-
ized circuit.
12. The method of claim 11 further comprising:
including configurable logic to enable updating of the first
and second keys during various stages of development
of the design.
13. A system comprising:
a memory storing instructions; and
a processor, coupled with the memory and configured to
execute the instructions, the instructions when executed
causing the processor to:
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receive a netlist of the circuit design;

split the circuit design into a plurality of partitions,
wherein a partition size of each of the plurality of
partitions is determined based at least in part on a size
of the circuit design and a key size for obfuscating the
circuit design;

generating a randomized circuit associated with each of at

least a subset of the plurality of partitions, each ran-
domized circuit substantially matching a shape and the
size of the associated partition;

merging each of the at least a subset of the plurality of

partitions with the partition’s associated randomized
circuit via a plurality of multiplexers each adapted to
receive a different key at the multiplexer’s select ter-
minal;

transform each of the plurality of partition thereby to

obfuscate each partition; and

stitch the plurality of transformed partitions to form the

obfuscated circuit.

14. The system of claim 13 wherein the instructions
further cause the processor to shuffle the transformed par-
titions.

15. The system of claim 13 wherein said netlist is a
register transfer level netlist.

16. The system of claim 13 wherein the instructions
further cause the processor to vary a number of the plurality
of partitions.

17. The system of claim 13 wherein the instructions
further cause the processor to vary the size of at least a
subset of the plurality of partitions.

18. The system of claim 13 wherein the plurality of
partitions are distributed throughout an entirety of the
design.

19. The system of claim 13 wherein the instructions
further cause the processor to quantify an amount of trans-
formation associated with each partition.

20. The system of claim 13 wherein the instructions
further cause the processor to randomize a number of
outputs obfuscated in each partition.

21. The system of claim 13 wherein the instructions
further cause the processor to randomize a location in each
partition at which an obfuscation key is applied.

22. The system of claim 13 wherein the instructions
further cause the processor to randomly select in each
partition one or more logic gates used to obfuscate the
partition.

23. The system of claim 13 wherein the instructions
further cause the processor to:

add a first key to at least one of the obfuscated partitions;

and

add a second key to the partition’s associated randomized

circuit.

24. The system of claim 19 wherein the instructions
further cause the processor to:

include configurable logic to enable updating of the first

and second keys during various stages of development
of the design.
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