Counterfeit Electronics
Optical Microscopy

Navid Asadi

Physical Inspection and AttacKs on ElectronicS (PHIKS)
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Microscopy and FA Tools

Destructive Non-destructive

Leica DVM6
Optical microscope
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Skyscap 2211 Phemos
X-ray Micro CT FERA LYRA NanoFab Photonic Emission Microscopy

Plasma FIB-SEM  Gallium FIB-SEM He-Ne FIB

M

100 um

Imaging and debugging tools are developed for fault analysis.
Fast advancement in FIB/SEM imaging

Advancement in photonic emission microscopy, LVS, IR analysis
Development in micro and nano probing, EBIC, EBAC

1 um 100 nm 10 nm
Imaging Resolution
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Optical Inspection JF
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Sample 1 Sample 2 Sample 3 Components detection and
localization on PCBs
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Optical Inspection Part 28
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e Burned
=1 markings

Color
variation

Improper
texture
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Taxonomy of Defects
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Defects
Physical Electrical
1 I
[ | I |
Exterior Interior — Parametric Manufacturing
| | | | I I |
Packaging/ __ Leads/Balls/ _ pPackage  Bond Wires — Die — Process — Material — Package
Sh|pp|ng Columns
D19: Invalid s i D52: Missin .
Ml D45: Transistor 9 D56: Fine :
D34: M . Micsi : thipd : D60: Surface
D1: Invalid L L D9: Dents > Ié%t{l%?r?!(}ude — Wires seing —» D39: Missing Die Vi, Variation d %?Sé%%s > Cracks | Eﬂfﬁ;‘;ﬂ?" and
. Invalid Lot .
- D20: Sanding / D3s5: P — D40: Wrong Die . - Misali .
Code | D10: Re-tinned N NG,.lﬁ rrlkding . Conneg':i]t;n g —» D46: TDDB |, %Ei'rs.ayﬁsa"gned [, I[r::?gé r?e%ﬁil:ﬁ-l _
. D2 Invalid OEM D111 ans 036 Brok > D41: Delamination | ,, D47: Resistive D54: Oxid |y Bg;-r;fjg'?itg:l
ippin els : t . : n ol : Oxide
. Dimeng?grrlrsec - D21: Markings Wires roken pe —* Break-down I|:)58: Surface
D3: Invalid OEM D22: Burned D47: Pood - D42: Gross Cracks D48: Out-of-spec mpurities | » D62: Seal Leaks
> Packaging D12: Wrong > Markings | 3 Inconsistent Leakage Current D55: Parasitic D59: Improper
Materials Lot Droge |, D43: Improper Die Transistors Materials S
D4: No ESD D23:Ghost Markings D49: Out-of-spec. - BSeaIs‘ Epoxies, [# DE3: Electromigration
Bags for ESD D13: Markings D38: Double > Transient Current ielectrics, etc)
Sensitive —» Contamination Wire Bonds D44: Die Damage/
Devices D24: Color L» Extraneous D50: Incorrect D64: Mechanical
P Variations/Fade Markings Ly O ; I-» Interfaces:
D5: Missing/ D14: Oxidation/ Temp. Profile Intermetallic Growth
, Fm"ged [ Corrosion N _?25: Improper D51: Delay Def
i H 1
Paperwork 8153 '(j)ulor extures —> elay Delecis L, P?Sri Mechzllznigal
) . ariations D26: Extraneous nterfaces: Fatigue
, B ge M
within a Lot E{' Ek Tooling
arks Ly D27: Dirty Cavities
D7: Part D17: MiSﬂ”ﬁ;l‘IEd}'
Orientation |—» missing Balls/ D28: Incorrect
within Columns Dimensions/ Weight
Packaging )
D18: Distorted/ D29: High Fine/Gross
D8: Missin, —» Non-uniform [ Leak (Hermetic)
L incorrect MSD Balls/Columns
Indicators D30: Package Mold
* Variations
t» D31: Corrosion
Ly D32: Contamination
'» D33: Package Damage
PR . . . )
B Florida Institute for Cybersecurity (FICS) All Rights Reserved
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Scratch Detection

FLORIDA

Prior work
« Thresholding, Edge detection, vertical/horizontal line detection,
etc.

Hough Transform
« Each white pixel in a binary image “votes” for a family of lines in an
accumulator matrix
« Given a set of angles 8 = {-89°....90°} on some interval and a pixel
(Xo:Yo):
« Can define the family of lines that pass through(x,, y,) as:
r = Xoc080 + yysinf
« Each pair (r, ©) in the accumulator matrix is incremented by 1

Image Accumulator

80 60 40 -20 o 20 40 60 80

Hough Space
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Hough Transform

Accumulator

Binary Image

-80 -60  -40 -20 0 20 40 60 80
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Preprocessing: Confounding Element
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e | cssing comamamg memmreno | TODIEM: TeXY, LOGOS, aNd
ogeaiaray C orientation markers can create false
ror et oo (G- Hough Line peaks
e irege 0 « Here, we assume text has already
____________________ euse [ been removed
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Preprocessing: Confounding Element
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............................... [

Apply Low Pass Filter to image.
Detect Confounding Elements in image. Pre-Processing: Confounding Element Removal

Store pixel coordinates (i,j) of Confounding Elements in
logical array C

——— Apply Low Pass Filter in Frequency
Forel [:L}l‘:;jlrﬁ;';:;{%)\:;mcﬁlues from normal D O m a| n

distribution of image *~C

____________________ PALSE L 1

H(u,v) = D(u N

L

14+ (—~)%"

IFFT

FFT

E—
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; J
Binary Image Formation as B -
Set count = 1

Apply Band Pass Filter to image

« Low Pass filter is applied to highlight scratches, blend together
pixels into more uniform lines

Binary Threshold:
For all pixels (i,j) in Filtered Image :
B(i.j) ={ 1if F(i,j) > u+ 30

. } Original Image Resulting Binary Image
0 Otherwise - -~ oty i Sl

F‘JJ .. Florida Institute for Cybersecurity (FICS) All Rights Reserved
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Results UF
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Standard

Detected Scratches 0

False Positives 0 0 Detected Scratches

rue Scratches 0 4 Accuracy =

100.00  100.00

True Scratches + False Positives
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Defect Detection Automation

1. Image processing and filtering Counterfeit IC with scratch defect
a) Image filtering, with a modified ,
Hough transform to detect
circles

b) Sobel filter and canny edge
detection algorithm to detect the

scratches
Sudden change in the gradient will original after image
represent an edge or scratch. Image processing
Input Hidden layers ~ Output
2. Machine Learning » SEEs. B

a) Similar to human brain structure
/‘ 3 >

b) Information is stored in o
. . - .
Interconnections between layers i Neurons

c) Traditional and modern ML )

Florida Institute for Cybersecurity (FICS) All Rights Reserved




Artificial Neural Network
ANN Principles:

Flowchart for the

 Information is stored in the counterfeit IC detection
interconnections between neurons using neural network

« Each neuron in input layer is Read the image of an
connected to all neurons in hidden IC
layer. |

« Weighted matrix decides the input for Pre-processing
each neuron in hidden layer !

« Output of a neuron is calculated Train the ANN
based on an appropriate activation :
function (tanh, step function, etc.) Test the ANN

» During training the expected output is With test images

compared with the output obtained. v
Detect counterfeit IC

(M, . . . :
F‘d o Florida Institute for Cybersecurity (FICS) All Rights Reserved
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Counterfeit-IC.org
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View ~ Add ~ Edit ~ Instructions Taxonomy Contact us Resources Log In

UF
2

Welcome to Counterfeit-1C.org

Defect Description

Ghost markings appears
when the counterfeiters do
not remove entirely the
original marking before
printing the new one

A resource sponsored by the National Science Foundation (NSF) to

VIEW and EXPORT images and statistical information related to counterfeit defects
UPLOAD images of defects found by physical inspection of counterfeit ICs
DEVELOP automated counterfeit IC detection techniques

LEARN more about the defects found in counterfeit ICs and counterfeit IC detection

Florida Institute for Cybersecurity (FICS) All Rights Reserved



Counterfeit-IC.org
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View ~ Add ~ Edit ~ Instructions Taxonomy Contact us Resources Log In
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Welcome to Counterfeit-1C.org

Scroller with
sample images
(left) and

explanation of
defects (right)

Defect Description

\OE

Ghost markings appears
when the counterfeiters do
not remove entirely the
original marking before
printing the new one
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A resource sponsored by the National Science Foundation (NSF) to
« VIEW and EXPORT images and statistical information related to counterfeit defects
« UPLOAD images of defects found by physical inspection of counterfeit ICs
. DEVELOP automated counterfeit IC detection techniques

. LEARN more about the defects found in counterfeit ICs and counterfeit IC detection

Florida Institute for Cybersecurity (FICS) All Rights Reserved




Counterfeit-IC.org

UNIVERSITY of

FLORIDA

UF FLORIA
]

View ~ Add ~ Edit ~ Instructions Taxonomy Contact us Resources Log In

Register and log
in for full access

Welcome to Counterfeit-1C.org

Scroller with

sample images
(left) and

explanation of
defects (right)

Defect Description

bd

Ghost markings appears
when the counterfeiters do
not remove entirely the
original marking before
printing the new one
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A resource sponsored by the National Science Foundation (NSF) to
« VIEW and EXPORT images and statistical information related to counterfeit defects
« UPLOAD images of defects found by physical inspection of counterfeit ICs
- DEVELOP automated counterfeit IC detection techniques

. LEARN more about the defects found in counterfeit ICs and counterfeit IC detection

Florida Institute for Cybersecurity (FICS) All Rights Reserved
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Counterfeit-IC.org Learn more about

counterfeit defects

UF |[FLORIDA

View ~ Add ~ Edit ~ Instructions Taxonomy Contact us Resources Log In

Welcome to Counterfeit-IC.org

) in for full access
Scroller with

sample images
(left) and

explanation of
defects (right)

Register and log ‘

Defect Description

Ghost markings appears
when the counterfeiters do
not remove entirely the
original marking before
printing the new one

A resource sponsored by the National Science Foundation (NSF) to
« VIEW and EXPORT images and statistical information related to counterfeit defects
« UPLOAD images of defects found by physical inspection of counterfeit ICs
. DEVELOP automated counterfeit IC detection techniques

. LEARN more about the defects found in counterfeit ICs and counterfeit IC detection

Florida Institute for Cybersecurity (FICS) All Rights Reserved




Counterfeit-IC.org Learn more about

counterfeit defects
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UF |FLORIDA

View ~ Add ~ Edit ~ Instructions Taxonomy Contact us Resources Log In

View and upload

Scroller with

Register and log
in for full access

Welcome to Counterfeit-IC.org

sample images
(left) and

explanation of
defects (right)

Defect Description

Ghost markings appears
when the counterfeiters do
not remove entirely the
original marking before
printing the new one

A resource sponsored by the National Science Foundation (NSF) to
« VIEW and EXPORT images and statistical information related to counterfeit defects
« UPLOAD images of defects found by physical inspection of counterfeit ICs
- DEVELOP automated counterfeit IC detection techniques

. LEARN more about the defects found in counterfeit ICs and counterfeit IC detection

Florida Institute for Cybersecurity (FICS) All Rights Reserved



earn- Defect Taxonomy
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*

View - Add -~

Edit ~

Instructions

Taxonomy

Contact us Resources

Log In

Defects
Mechanical Environmental
Lead/Balls/Column Package Bond Wires Die Lead/Balls/ Column Package
—) ML1: De —>» MP1.Sanding —)‘.I31 Missing Wires [+ MD1. Missing Die —>»{NL1: Contamination NP1. Abnormal

Damaged/

[——» ML2: Reworked

ML3: Incorrect
Dimensions

|—» MLE: Tocling Marks
[—>» MLT: Misaligned
missing Balls/
Columns

MLE: Distorted;
MNon-Unitorm sals
Columns

>

Gringing Marks

—>|MP2: Markings

> MP3: Burned
Markings

—»  MPd: Ghost
Markings

—>

—»| MPS5: Improper

Textures

f—p| MPT- Extraneous

Markings
—|MP&" Dirty Cavities
> wmPai

Dimensions:

——»| MP10: Fine/ Gross

Leak (Hermatic

MP11: Package
Mold Variations

—>» MP12.Package
Damage
—»| MP13: Resurfacing
blacktopping

——( MP14: Pin 1 marker

filled! missing

> MB2

Connection
[—»{M83: Broken Wir
>

MB4: Poor
Inconsistent Lead
/ Lead Frame

L—» MB& Bond Pull

trength

[——» MD2 Wrong Die
[—»|MD3: Delamination
—)IJL.-I Gross Cracks

rkings

|— MDS. Improper Die
I

—> NL2: Oxidation/

Corrosion NP2: Contamination

. Florida Institute for Cybersecurity (FICS)
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| earn- Defect Definitions
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MP1: Sanding/ Gringing Marks

If the package exhibits any sanding or grinding marks externally, it has likely
been remarked. Generally, counterfeiters use sand blasting processes to remove
markings from the package. This process generally results in a distinet visual

signature being present on the package.

Florida Institute for Cybersecurity (FICS) All Rights Reserved




View a Product Report
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Add - Edit ~

Product Report for SB8OL188EC13

Managing Group: admin

Manufacturer
Product Specification:
Product Image:

Total Number of Components in Database:

Instructions

Contact us Resources

Most Common ldentified Defects in SBS80L188EC13

Defect Name

Example

Occurrences in Product

Frequency: Within Product

Log In

Frequency: All Tested Products

Reworked

Tooling Marks

Markings

Package Mold Variations
Oxidation/Corrosion

Package Contamination

Edit this page

View

View

View

View

View

View

100.0000

100.0000

80.0000

80.0000

20.0000

20.0000

43,3628

34.5133

26.5487

31.8584

26.5487

17.6991

Florida Institute for Cybersecurity (FICS)
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View a Defect Report
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B  View- Add- Edit -

Instructions Taxonomy

Contact us Resources Log In

Defect Report for Sanding/Grinding Marks

Defect Taxonomy

Primary Classificiation
Secondary Classification

Tertiary Classification

Product Types With Sanding/Grinding Marks

Product Name

Manufacturer

Mechanical
Package
NIA

Number of Occurrences

Frequency

XC400E-PCB4CKMO221
IDT7025S45PF

1960

FB23AB (52)
F-K0522-FQA-44N30
CAS1L860B-50CE

AD7512D1

Unknown Manufacturer

Integrated Device Technalogy Inc
Inte:!

Unknown Manufacturer

Unknown Manufacturer

Tundra Semiconductor Corporation

Unknown Manufacturer

Florida Institute for Cybersecurity (FICS)

100%

100%

100%

All Rights Reserved
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View a Defect Report

UF
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View ~ Add ~ Edit ~ Instructions

Taxonomy Contact us

Resources Log In

UNIVERSITY of

FLORIDA

Defect Report for ¢

Primary Classificiation
Secondary Classification

|
Defect Taxonomy
Tertiary Classification

Product Types With Sanding/Grinding Marks

Product Name

XC400E-PCB4CKM0O221

IDTT025545FF Integratl
1960 Inte
FB23AB (52)

F-K0522-FQA-44N30

CA81L860B-50CE Tundra

ADT512D1 Unknow

FRODI . TOAAINGD Unknown Manutacturer 0% N - |
CAS1LBEB0B-50CE Tundra Semiconductor Corporation 5 100%
AD7512D1 Unknown Manufacturer 5 100%
-~
& -
Commonly Associated Defects
Defect Name Proportion of Components with Sanding/Grinding Marks
Package Mold Vanations 59.09%
Reworked 50%
Tooling Marks 50% i
Markings 15.45%
Improper Textures 40.91%
Extraneous Markings 31.82%
Dents, Damages, or Bent T27%
Misaligned/Missing Balls/Columns 2273%
Ghost Markings 2273%
Color Variations/Fade 22.73%
Fine/Gross Leak (Hermetic) 22.73%
Oxidation/Caorrosion 18.18%
Package Damage 18.18%
Burned Markings 4 55%

Florida Institute for Cybersecurity (FICS)

All Rights Reserved




View a Sample Report
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Add - Edit ~

Component #78:

Product Type:
Product Specification:
Product Image:

Sample Group:
ID Within Sample:

Defect Name

Instructions

Image

1960
Not available

Not available

Initial

Primary Class Secondary Class

Taxonomy Contact us Resources Log In

Tertiary Class

Reworked

Tooling Marks

Misaligned/Missing Balls/Columns

Package Mold Vanations

Package Damage

View
View
View

View
view

View

Florida Institute for Cybersecurity (FICS)

Mechanica

Mechanica Lead/Balls/Columns

Mechanica Lead/Balls/Columns

Mechanical Package

Mechanica Package

Lead/Balls/Columns

N/A

N/A

N/A

N

N/A

N/A

All Rights Reserved



View a Sample Defect Image JF
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Uploading a New Sample Group

To upload using an Excel File, first download the form below. Each row of the form represents one defect of one component of the

sample. For each row:

1. Enter the sample ID number of the component
2. Select the desired defect
3. If applicable, create a hyperlink to the corresponding image of the defect.

Do not skip rows when entering data. When finished, create a zip archive containing the images, and the Excel file, taking care to
preserve the file system structure between the images and the Excel file.

. Maximum file Upload is 100MB.

See example here

Download Excel Form

Upload the Zip Archive Below:

Click Here or Drag Files to Upload

Submit Zip file |

UNIVERSITY of

FLORIDA

F‘dPHPd Florida Institute for Cybersecurity (FICS) All Rights Reserved



UNIVERSITY of

FLORIDA

= .
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER ADD-IMS TEAM
i e | =
J6 Cut Calibri =11 | A A === - %Wrap Text General - --;el
o Ex Copy — C d' I
aste - - - - = = = = 3= - - .0 .00 onditiona
5 % Format Painter B I U ti- IR = = = = 3= Merge & Center % % > il Formatting -
Clipboard ] Font ] Alignment ] MNumber )
B30 - f; Invalid Markings | Procedural | Package
A B C E
67 Sample ID Defect Name Defect Image
68 1 Mo Moisture Protection for Moisture Sensitive Devices | Procedural | Packaging/Shipping imagesil.png
69 1 Invalid Markings | Procedural | Package images\2.png
70 1 Missing Die | Mechanical | Die imagesh3.png
71 2 Wrong Die | Mechanical | Die imagesid.png
72 2 Lead Re-attachment | Mechanical | Lead/Balls/Columns images\S.png
73 2 Mo Moisture Protection for Moisture Sensitive Devices | Procedural | Packaging/Shipping imagesh6.png
74 3 Resurfacing/Blacktopping | Mechanical | Package imagesi8.png
75 3 Extraneous Markings | Mechanical | Package imagesi9.png
76 3 Improper Textures | Mechanical | Package
77 4 Extraneous Markings | Mechanical | Package
73 4 Improper Textures | Mechanical | Package
79 4 Lead Re-attachment | Mechanical | Lead/Balls/Columns
EDI 5|Invalid Markings | Procedural | Package l"
81 Invalid Markings | Procedural | Package "~
Dents, Damaages, or Bent | Mechanical | Lead/Balls/Columns
82 Reworked | Mechanical | Lead/Balls/Columns
23 Incarrect Dimensions | Mechanical | Lead/Balls/Columns
Wrong PMaterials | Mechanical | Lead/Balls/Columns
24 Color Variations | Mechanical | Lead/Balls/Caolumns
a5 Tooling Marks | Mechanical | Lead/Balls/Columns
Misaligned/Missing Balls/Columns | Mechanical | Lead/Balls/Columns bt
86
87
38
Pl
F‘ng g Florida Institute for Cybersecurity (FICS) All Rights Reserved
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Readings

« |IDEA-STD-1010-B
« Counterfeit-ic.org

« Book chapter: Counterfeit Integrated Circuits: Detection, Avoidance,
and the Challenges Ahead

« |ISTFA paper: A Database for Counterfeit Electronics and Automatic
Defect Detection Based on Image processing and Machine Learning
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