
Physical Inspection and AttacKs on ElectronicS (PHIKS)

Navid Asadi

Counterfeit Electronics

Optical Microscopy 



Florida Institute for Cybersecurity (FICS)                       All Rights Reserved

Microscopy and FA Tools
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• Imaging and debugging tools are developed for fault analysis.

• Fast advancement in FIB/SEM imaging

• Advancement in photonic emission microscopy, LVS, IR analysis

• Development in micro and nano probing, EBIC, EBAC
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Optical Inspection

Sample 1 Sample 2 Sample 3

Same Lot Codes Same Appearance

Black top

Components detection and 

localization on PCBs

www.leica-microsystems.com



Florida Institute for Cybersecurity (FICS)                       All Rights Reserved

Optical Inspection
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Back Surface
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Optical Inspection Part 28
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Taxonomy of Defects
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Scratch Detection
Prior work

• Thresholding, Edge detection, vertical/horizontal line detection, 

etc. 

Hough Transform

• Each white pixel in a binary image “votes” for a family of lines in an 

accumulator matrix  

• Given a set of angles 𝜃 = {-89o….90o} on some interval and a pixel 

(x0,y0):

• Can define the family of lines that pass through(x0, y0) as:

𝑟 = 𝑥0𝑐𝑜𝑠𝜃 + 𝑦0𝑠𝑖𝑛𝜃
• Each pair (r, ϴ) in the accumulator matrix is incremented by 1

AccumulatorImage

Hough Space
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Hough Transform
Accumulator

Binary Image
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Preprocessing: Confounding Element 

Removal

• Problem: Text, Logos, and 

orientation markers can create false 

Hough Line peaks

• Here, we assume text has already 

been removed
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Preprocessing: Confounding Element 

Removal

FFT X
IFFT

Apply Low Pass Filter in Frequency 

Domain:

𝐻 𝑢, 𝑣 =
1

1 + (
𝐷 𝑢, 𝑣
𝐶𝐿

)2𝑛
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Binary Image Formation

• Low Pass filter is applied to highlight scratches,  blend together 

pixels into more uniform lines

Binary Threshold: 

For all pixels (i,j) in Filtered Image : 

B(i,j) ={ 
1 𝑖𝑓 𝐹 𝑖, 𝑗 > 𝜇 + 3𝜎
0 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

}
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Results

Average(s) Standard 1 2 3 4

Detected Scratches 0 4 1 6 3

False Positives 0 0 0 2 1

True Scratches 0 4 8 6 4

Accuracy 100.00 100.00 0.13 0.75 0.60

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝑆𝑐𝑟𝑎𝑡𝑐ℎ𝑒𝑠

𝑇𝑟𝑢𝑒 𝑆𝑐𝑟𝑎𝑡𝑐ℎ𝑒𝑠 + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
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Defect Detection Automation
1. Image processing and filtering

a) Image filtering, with a modified 

Hough transform to detect 

circles 

b) Sobel filter and canny edge 

detection algorithm to detect the 

scratches 

2. Machine Learning

a) Similar to human brain structure

b) Information is stored in 

interconnections between layers

c) Traditional and modern ML 

Sudden change in the gradient will 

represent an edge or scratch.
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Counterfeit IC with scratch defect 

after image                      

processing
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Artificial Neural Network

Read the image of an 

IC

Pre-processing

Train the ANN

Test the ANN 

with test images

Detect counterfeit IC  

Flowchart for the 

counterfeit IC detection 

using neural network

ANN Principles:

• Information is stored in the 

interconnections between neurons

• Each neuron in input layer is 

connected to all neurons in hidden 

layer.

• Weighted matrix decides the input for 

each neuron in hidden layer

• Output of a neuron is calculated 

based on an appropriate activation 

function (tanh, step function, etc.)

• During training the expected output is 

compared with the output obtained.

15



Florida Institute for Cybersecurity (FICS)                       All Rights Reserved

Counterfeit-IC.org

A resource sponsored by the National Science Foundation (NSF) to

• VIEW and EXPORT images and statistical information related to counterfeit defects

• UPLOAD images of defects found by physical inspection of counterfeit ICs

• DEVELOP automated counterfeit IC detection techniques

• LEARN more about the defects found in counterfeit ICs and counterfeit IC detection

16
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Counterfeit-IC.org
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Scroller with 

sample images 

(left) and 

explanation of 

defects (right) 

A resource sponsored by the National Science Foundation (NSF) to

• VIEW and EXPORT images and statistical information related to counterfeit defects

• UPLOAD images of defects found by physical inspection of counterfeit ICs

• DEVELOP automated counterfeit IC detection techniques

• LEARN more about the defects found in counterfeit ICs and counterfeit IC detection
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Counterfeit-IC.org
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Scroller with 

sample images 

(left) and 

explanation of 

defects (right) 

Register and log 

in for full access

A resource sponsored by the National Science Foundation (NSF) to

• VIEW and EXPORT images and statistical information related to counterfeit defects

• UPLOAD images of defects found by physical inspection of counterfeit ICs

• DEVELOP automated counterfeit IC detection techniques

• LEARN more about the defects found in counterfeit ICs and counterfeit IC detection
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Counterfeit-IC.org
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Scroller with 

sample images 

(left) and 

explanation of 

defects (right) 

Register and log 

in for full access

Learn more about 

counterfeit defects

A resource sponsored by the National Science Foundation (NSF) to

• VIEW and EXPORT images and statistical information related to counterfeit defects

• UPLOAD images of defects found by physical inspection of counterfeit ICs

• DEVELOP automated counterfeit IC detection techniques

• LEARN more about the defects found in counterfeit ICs and counterfeit IC detection
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Counterfeit-IC.org
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Scroller with 

sample images 

(left) and 

explanation of 

defects (right) 

Register and log 

in for full access

Learn more about 

counterfeit defects

View and upload

A resource sponsored by the National Science Foundation (NSF) to

• VIEW and EXPORT images and statistical information related to counterfeit defects

• UPLOAD images of defects found by physical inspection of counterfeit ICs

• DEVELOP automated counterfeit IC detection techniques

• LEARN more about the defects found in counterfeit ICs and counterfeit IC detection
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Learn- Defect Taxonomy
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Learn- Defect Definitions
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View a Product Report
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View a Defect Report
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View a Defect Report
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View a Sample Report
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View a Sample Defect Image
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Oxidation/Corrosion
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Uploading a New Sample Group 
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Uploading a New Sample Group 
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Readings
• IDEA-STD-1010-B

• Counterfeit-ic.org 

• Book chapter: Counterfeit Integrated Circuits: Detection, Avoidance, 

and the Challenges Ahead

• ISTFA paper: A Database for Counterfeit Electronics and Automatic 

Defect Detection Based on Image processing and Machine Learning


