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Abstract—Pre-silicon tools for hardening hardware against
side-channel and fault injection attacks have become popular
recently. However, the security of the system is still threatened by
sophisticated physical attacks, which exploit the physical layer
characteristics of the computing system beyond the integrated
circuits (ICs) and, therefore, bypass the conventional counter-
measures. Further, environmental conditions for the hardware
can also impact side-channel leakage and fault vulnerability in
unexpected ways that are challenging to model in pre-silicon.
Thus, attacks cannot be addressed solely by conventional counter-
measures at higher layers of the compute stack due to the lack of
awareness about the events occurring at the physical layer during
runtime. In this paper, we first discuss why the current pre-
silicon security and verification tools might fail to achieve security
against physical threats in the post-silicon phase. Afterward, we
provide insights from the fields of power/signal integrity (P1/SI),
and failure analysis (FA) to understand the fundamental issue
with the failed current practices. We argue that hardware-based
moving target defenses (MTDs) to randomize the physical fabric’s
characteristics of the system can mitigate such unaccounted post-
silicon threats. We show the effectiveness of such an approach
by presenting the results of two case studies in which we
perform powerful attacks, such as impedance analysis and laser
voltage probing. Finally, we review the overhead of our proposed
approach and show that the imposed overhead by MTD solutions
can be addressed by making them active only when a threat is
detected.

I. INTRODUCTION

The threats to the physical security of computer chips and
countermeasures have been widely researched. However, with
the rise of more modular and complex computing systems,
the physical security of the system is threatened by more
sophisticated physical attacks. Pre-silicon tools for assessing
a device’s vulnerability to side-channel and fault injection
attacks have gained traction recently. This approach uses
leakage and fault emulators to analyze the device’s model
rather than measuring actual physical leakage after fabrication.
The goal is to automate the vulnerability detection process
earlier in development, reducing the overall security risk.

However, it has been repeatedly shown that after the die
packaging and the integration of the chip to a printed circuit
board (PCB), information leakage and fault vulnerability could
still exist at the system level in certain conditions [1]. More-
over, such pre-silicon defenses are ineffective against novel
physical side-channels and fault injection attacks based on
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Fig. 1: Abstraction layers of edge computing devices and
potential threats.

techniques used in power/signal integrity (PI/SI) [2], elec-
tromagnetic compatibility/interference (EMC/EMI) [3], failure
analysis (FA) [4], and electrostatic discharge (ESD) [5]. Fur-
ther, environmental conditions experienced by the hardware
can also impact leakage and fault sensitivity in unexpected
ways that are challenging to model pre-silicon [1].

The primary reason for the failure of these tools is the
unforeseen impact of the “analog” features at the physical
layer of the system. These threats cannot be addressed solely
by conventional security mechanisms at higher layers (see
Fig. 1) of the compute stack (e.g., secure protocols or algo-
rithmic side-channel/fault countermeasures) due to the lack
of awareness about the events occurring at the physical layer
of a computing machine. Hence, holistic and scalable tamper
detection techniques, sensors for physical integrity monitoring
beyond chips, and novel response mechanisms at the physical
level are required to create a security foundation for the upper
abstraction layers of the computing machine. Hence, in this
work, we ask the following research questions: Is it possible to
deploy sensors to detect physical attack attempts, dial in post-
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Fig. 2: High-level overview of hardware Moving Target De-
fense (MTD)

silicon countermeasures, and continue the operation without
interruption without imposing a large size, weight, and power
(SWaP) overhead?

Contribution. In this work, we answer the above question
positively. We first discuss why the current pre-silicon security
and verification tools fail to provide holistic security against
physical threats in the field. Afterward, we will provide
insights from other fields, e.g., electromagnetic compatibility
(EMC) and failure analysis (FA), to understand the fundamen-
tal issue with the failed current practices. We argue why we
should focus more on detecting and responding to physical
attacks during runtime. We present detection methods to
detect physical attack attempts on the system. Upon detection
of the attack, we propose real-time hardware-based moving
target defenses (MTD) using reconfigurable technologies to
randomize the placement and routing of the design to avert
the attacks. Finally, we discuss the countermeasure overhead.

II. BACKGROUND
A. Post-Silicon Threats

1) Insights from EMC and PI/SI: Any electronic device
generates some amount of electromagnetic radiation. We con-
sider electronics as closed systems, but, the current flowing
through circuits and wires is never fully contained. This energy
can be propagated through the air as radiated emissions and
conducted along (or coupled onto) interconnecting I/O or
power cables, which is referred to as conductive emissions.
Such a system as a whole behaves like an antenna, and a chip’s
die is only a single component of this complex system. While
mitigating the electromagnetic leakage at the RTL, netlist, or
even layout level of a chip is necessary, it is not sufficient
if we do not consider the effect of the package and PCB’s
power delivery network (PDN) as well as other signal traces
on the system on the radiation behavior. By packaging the
chip, soldering it to a PCB, or even connecting a cable to
the PCB in the field, the entire physical characteristics of
the system, e.g., impedance, coupling, etc., change as well
as its radiation and reception behavior. On the other hand,
backscattered impedance measurement methods from the field
of power/signal integrity (PI/SI) can be deployed to probe the
tiniest impedance variations caused by the data on the chip.
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Fig. 3: Examples of tamper events on the system and their
detection using the on-FPGA VNA [9].

2) Insights from FA: FA tools are essential to debug mil-
lions to billions of transistors on a chip after manufacturing.
The IC debug techniques deploy laser or electron beams to
interact with single transistors. Naturally, the resolution of FA
tools must keep up with the trend of transistor miniaturization
to resolve single transistors. However, these tools can also be
utilized to probe transistors and extract secret information from
the chip. Hence, there is no place to hide on the chip if the
IC debug tools can resolve every single transistor on the die.

3) Impact of Environmental Conditions: IC behavior is
known to change over time due to temperature and aging.
Thermal effects can slow the movement of the electrons
through interconnects, cause electromigration that shortens the
lifespan of a chip, and impact logic gate rise and fall times [6].
More recently, it has been observed that heat can be used as
a covert channel, which makes it easier to inject faults and
glitches. Even correct implementations of masking schemes
exhibit unexpected power leakage [1]. Silicon aging varies
across a chip and increases susceptibility to collision timing
attacks [7] and de-obfuscation [8].

B. Post-Silicon Solutions

To analyze the system’s side-channel leakage and fault
vulnerability, one should simulate the analog behavior of
the system in various conditions in different domains. Such
simulations are complex and time-consuming and, thus, are
not common in practice. Due to the complexity of simulating
the entire system’s side-channel leakages and fault vulnera-
bilities in an ever-changing adversarial environment and the
vulnerability of the system to sophisticated attacks based on
PI, EMC, and FA methods, we should shift our attention from
the prevention of the threats to detecting and responding to
them during the runtime.

1) Attack Detection: Attack detection is one of the under-
researched areas in hardware security. Detecting the threats
even before the occurrence of the attack should be the goal of
designing sensors and detection mechanisms. Some classes of
physical attacks require physical access and modifications to
the system. Examples of those modifications include connect-
ing a cable, removing the heatsink, or replacing components.
By detecting such tamper events, we can detect the attack at-
tempt before the attack itself [9]. For attacks without tampering
requirements, we advocate for deploying various sensors at
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Fig. 4: High-level block-diagram description of hardware MTD using real-time partial reconfiguration [10]

the die level, a practical and effective strategy to monitor the
environment for malicious changes in temperature and voltage.
Such sensors can also be used to track chip aging.

2) Attack Response: Another less explored area in hardware
security is the response to an attack. In other words, it is
unclear what the right approach would be after detecting
an attack. The prevailing assumption is that the memories
containing secret information can be zeroized upon the detec-
tion of an attack. However, in many real-world scenarios, the
system should continue its operation, and the mission should
succeed regardless of the attack. In such scenarios, similar to
the cyber domain, MTD strategies can be adopted to mitigate
unknown vulnerabilities [11]. Naturally, MTD schemes impose
a high power, performance, area (PPA) overhead to the system,
which might not be appropriate for applications with low
size, weight, and power (SWaP) requirements. Hence, adaptive
MTD-based countermeasures should be activated once a threat
is detected. Moreover, various defenses can be dialed in
depending on the threat level.

III. IMPEDANCE AND VOLTAGE SENSORS
A. Impedance Sensors

Depending on the physical attack’s requirements, adver-
saries might need to (i) place probes in the proximity of
the IC packages, (ii) create physical connections between
their probes and the PCB, or (iii) physically tamper with the
PCB’s components, chip’s package, or substitute the entire
PCB to prepare the device for the attack. While tamper-
proof enclosures prevent and detect physical access to the
system, their high manufacturing cost and incompatibility
with legacy systems make them unattractive for many low-
cost scenarios. A lightweight solution is an on-die network
analyzer, which can sense the impedance variations of the
system’s power delivery network (PDN) and detect various
classes of tamper events. Without any modifications to the
system, such embedded network analyzers can be deployed
on FPGAs to extract the frequency response of the PDN.
The analysis of these frequency responses reveals different
classes of tamper events from board to chip level. Such a
wideband impedance characterization could surprisingly reveal
very sophisticated tampering and modifications to the system,
e.g., (i) the addition/removal of PCB components, (ii) the
connection of a probe/wires to the PCB, (iii) the presence of
an EM probe close to the IC package, (iv) and modifications
to the IC package, see Fig. 3.

B. Delay-based Sensors

One similarity among different active physical attacks is
their instant disturbance on a set of physical parameters, e.g.,
temperature and current. The local temperature and current
variations can affect the propagation delays of the electrical
signals in the delay-dependent circuits,such as ring oscilla-
tors (ROs) and time-to-digital converters (TDCs). Deploying
delay-based sensors is the primary way for sensing analog
disturbances on the chip PDN caused by voltage glitches [12],
EM glitches [13], and laser irradiation [14].

IV. HARDWARE MOVING TARGET DEFENSE VIA
RECONFIGURABILITY

Partial Reconfiguration (PR) is a feature of mainstream field
programmable gate arrays (FPGAs), allowing for dynamic
modifications of a portion of the FPGA circuit without needing
a complete system reboot. At the same time, the rest of the
system continues to operate uninterrupted, [15]. The use of
PR in FPGAs is particularly advantageous in mission-critical
applications where system downtime is not acceptable. Several
side-channel countermeasures [16], [17], [18], [19], [20], [21]
deploy PR to defeat power and electromagnetic (EM) analysis
attacks. These efforts merely utilize PR to introduce jitter
(realized by delay) to defeat power side channels. Other
approaches include relocation of the functions to defeat EM
attacks. The main drawback here is the limited available
number of randomized PRs, leading to a linear increase in
the complexity of the attack. Moreover, the partial bitstreams
in these schemes have to be stored on external non-volatile
memory and invoked during runtime, resulting in a very high
overhead.

Generally, FPGA IDEs present significant limitations, in-
cluding a slow performance for real-time applications and a
lack of bitstream relocation support, constraining the reconfig-
urability [22]. Several notable tools have emerged to address
these challenges. For instance, the open-source tool Byte-
man [22] has substantially improved bitstream manipulation
capabilities for AMD/Xilinx FPGAs. It enhances efficiency,
speed, and compatibility by supporting the merging of clock,
Configurable Logic Block (CLB), and Block RAM data, along
with implementing different merge strategies. These bitstream
manipulation tools are crucial, as they provide the ability to
generate and deploy partial bitstreams in real-time.

The framework is divided into offline and online procedures.
The offline part is executed once for a given target. This target
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could be any IP core (e.g., AES encryption core) containing
sensitive information that should be protected. Using a high-
level scripting language (specifically TCL), the user indicates
targeted modules. Multiple partial bitstreams, as well as the
original bit file, are generated at this stage. The constraints,
including the possible range for slices, regional locations, and
range possible of FFs [23] in reconfiguration, are identified. In
the online phase, a lightweight Operating System (OS) (such
as Ubuntu) is utilized in the SoC to generate and control the
reconfiguration. A secured one-time pseudo-random number
generator (PRNG) [24] is deployed, and the randomness is
passed to the PR-generator unit each time. The PR-generator
unit incorporates a bitstream manipulator (Byteman[22] in our
case) with pre-defined constraints. In this step, randomized
LOC (the placement assignment of a logic cell in AMD
FPGAs) and shuffling constraints are selected, and the corre-
spondent partial reconfiguration bitstream is generated based
on the existing original bitstream. Upon generating the PR,
the FPGA is programmed as the trigger signal is received.

It is possible to have multiple instances of the same target
circuit in distinct slices and choose one randomly to be
connected periodically. The obvious trade-off here is the area
overhead caused by all those additional blocks. However, as
a simple mitigation, a real-time target slice multiplexer (see
Fig. 5a) could be considered. Another approach is to deploy
a fine-grained MTD which involves hardware scrambling of
register references. Fig. 5b illustrates a simple digital design
diagram of a real-time register sequence multiplexer. This
yields to randomization of the data order every time the
target registers are loaded. The vital part of this mitigation
is maintaining the initial state so that the function block
can read the data in the correct format. Theoretically, this
method realizes the upper bound of super-exponential (O(n!))
complexity against trial-based attacks.

V. CASE STUDIES

We assess the effectiveness of the proposed approach against
powerful backscattered side-channel attacks. In such attacks,
the attacker stimulates the target device in various forms,
e.g., microwave radiations [2], [3], [25], near-infrared laser
beams [26], [4], or even electron beams [27] and measures the
reflected signals from it. The reflected signals are modulated
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depending on the state of a circuit or memory contents and,
thus, can be exploited by the attacker to recover secrets from
the chip. Among these backscattered methods, non-invasive
stimulation using microwave signals through the system’s
power delivery network (PDN) [2], [25] and laser beams
through silicon backside [26], [4] are the most threatening one
due to their effectiveness. The main reason behind the modu-
lation of the reflected signal is the data-dependent changes in
the impedance of the circuit and the absorption/refractive co-
efficient of the silicon. In contrast to most of the conventional
side-channel attacks (e.g., power and EM analysis), impedance
analysis and laser voltage probing attacks enable the extraction
of static data.

A. Impedance Analysis Attack

We follow the same procedure described in [2] to perform a
correlation impedance attack on a target FPGA. For this aim,
we carry out two sets of correlation analyses on a single byte
of the Key in an AES-128 encryption implementation. First,
we execute the attack on unprotected AES implementation to
extract the key and identify the number of impedance profiles
to guess the correct key. Then, we enable reconfiguration-
based MTD and perform a similar attack. In this experiment,
we set our defensive MTD to conduct the reconfiguration for
every PRRate = 16 AES encryption.

We employed a Keysight ENA Network Analyzer ESO80A,
for scattering impedance measurements. We utilized a NewAE
CW305 board [28], equipped with a 28 nm AMD/Xilinx Artix-
7 FPGA (XC7A100T), as it allows direct access to the FPGA’s
core (Voornt) PDN. Fig. 7 shows the frequency-dependent
impedance correlation leakage of the first byte of the AES
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Fig. 8: EOFM probing attack timeline on images captured during laser scanning from the backside of the FPGA.

key for N = 10,000 traces. As highlighted in Fig. 6b, the
maximum correlation leakage decreases as MTD mitigation
is deployed. Furthermore, we conduct a trace-based leakage
study by carefully analyzing the correlation leakage in terms
of the traces captured from the device. Fig. 7 depicts the
correlation analysis for our case studies. As shown in Fig. 7a,
an unprotected AES key byte can be extracted by utilizing
a couple of thousands of traces. On the other hand, if the
reconfiguration mitigation is activated, as illustrated in Fig. 7b,
the correlation leakage decreases significantly to the point that
10,000 traces are not enough for the analysis to successfully
guess the correct key byte.

B. Laser Voltage Probing/Imaging Attack

In Laser Voltage Imaging (LVI) or Electro-Optical prob-
ing/Frequency Modulation (EOFM) attacks, the adversary can
locate the target registers and their contents (specifically cryp-
tographic keys) using high-end laser microscopy by forcing the
target registers to switch in a specific frequency. We utilized
a Hamamatsu PHEMOS-X FA microscope with a 1.3 um
laser source and objective lenses of 5X/0.14NA, 20X/0.6NA,
50X/0.76NA, and 71X to zoom into the target elements. For
the EOFM process, the target device is scanned by a laser
using galvanometric mirrors. Moreover, our Device Under
Test (DUT) for this experiment was a Digilent’s Genesys 2
development board, equipped with a Kintex-7 FPGA from
Xilinx/AMD (part number XC7K325T-2FFG900C).

Similar to [29], a profiling attack is mounted on key
registers implemented using flip-flops and synchronous reset.
The localization attack is achieved by switching the reset
signal of the DUT[29]. Figure8a illustrates the timeline of
an EOFM scan focused on a target area. As shown, the
target registers are precisely localized at the selected frequency
(i.e., the reset frequency) once the EOFM scanner line aligns
with the area. To evaluate our approach, we conducted a
similar EOFM attack in the presence of the proposed MTD
countermeasure. A group of eight FDRE registers assumed to

hold a cryptographic algorithm’s master key (e.g., AES) was
selected as the target. Figure8b depicts the timeline of the
EOFM scan aimed at these FDRE registers. Unlike the attack
shown in Fig. 8a, when the scanning laser approaches the
physical locations of the target FDREs, the MTD is triggered,
and PR is executed in real-time to move the target circuitry
out of the field of view of the lens.

C. Overhead Analysis

For delay overhead, the offline part of the MTD process
is not considered, as it is executed only once during the
design. The online part comprises a real-time randomized PR
generation off-FPGA in the SoC’s processor, which incurs a
constant delay for each bitstream generation. The bitstream
loading is handled via ICAP interface. For our evaluations on
ARM/FPGA Zyng-7000 SoC, ICAP operates at I00MHz with
a 400MB/s data transfer rate, resulting the PR loading to take
approximately 74 clock cycles for each CLB [30].

We assume that the PR is performed on-demand and is
triggered externally. As an example, we consider an AES
implementation in our evaluations. Without using MTD, this
particular implementation utilizes 7426 LUTs and 3581 FFs
on the DUT. Area overhead for the register shuffling method
(used against impedance attack) is negligible (< 0.1%) since
it is executed within the same Reconfigurable Module. In the
case of coarse grain randomization (used as the mitigation
against laser attack), the overhead [31] in AES circuits will
be up to 14% in terms of number of LUTs and FFs.

Table I details the delay and area overhead of our MTD
method for the AES implementation under different reconfig-
uration frequencies and number of reconfiguration modules.

VI. CONCLUSION

This paper reviewed the post-silicon threats to an already
hardened hardware. We discussed how the unforeseen impact
of analog features at the physical layer of the system in



TABLE I: Delay/Area overhead in different configurations.

Delay Overhead Area Overhead

PR Gen Freq 2 8 16 RM Number 2 I g
Average CLB
Overhead (us) | 44 | 18 | 63 Overhead (%) | 0% | 121 | 148

different environments can create side-channel leakages. Based
on these threats, we proposed hardware-based moving target
defense (MTD) approaches to deal with such unaccounted
leakages. We demonstrated that hardware-based MTD can be
realized through either the PR feature of conventional FPGAs
or multiplexers on ASICs to randomize the placement and
routing of sensitive circuits. We used open-source bitstream
manipulator tools to build a real-time PR-based countermea-
sure for programmable SoCs/FPGAs. By presenting two case
studies, we showed the effectiveness of the MTD schemes.
Finally, we examined the overhead of our proposed scheme in
terms of delay and resource utilization.
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