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Abstract—Physical attacks on secure devices can leak sensitive
data and have significant consequences for individuals, compa-
nies, and governments. Today, much research is centered around
understanding hardware weaknesses and vulnerabilities and, in
turn, designing countermeasures to increase system security. One
such countermeasure is the implementation of the camouflaging
gate called PG-TVD (pass gate-based threshold voltage defined),
which ensures protection against reverse engineering and side-
channel attacks. However, proper investigation is needed to
determine if the countermeasure opens the door to other powerful
attacks, such as laser fault injection (LFI) attacks. Identifying the
vulnerability against this attack requires a proper assessment. As
the first attempt to understand laser sensitivity in PG-TVD, we
develop a workflow for assessing a circuit layout’s sensitivity to
LFI. We use this workflow to analyze the PG-TVD, giving the
laser-sensitive areas. A deeper understanding of how to protect
devices can be gained from this assessment to keep sensitive data
secure. From the information obtained by our workflow, we also
propose, design, and simulate a mitigation scheme that mitigates
the laser sensitivity in PG-TVD logic cells by approximately 83%.

Index Terms—Laser Fault Injection, Vulnerability Assessment
work Flow, PG-TVD, Mitigation scheme, Hardware Security.

I. INTRODUCTION

The growing prevalence of hardware attacks, such as re-
verse engineering, side-channel, and fault injection attacks,
has made integrated circuits(IC) and intellectual property (IP)
more vulnerable [1], [2], [3]. Reverse engineering can reveal
the design and functionality of the circuit. It can open the
door to third parties replicating the IP or finding exploits
to extract sensitive data. Various non-invasive and invasive
methods can be used by third parties to obtain information
about materials, performance, and functionality, including de-
layering, system-level analysis, product analysis, and circuit
extraction [4], [5]. Conversely, side-channel attacks extract
design information while the device operates by observing
its reaction to user-defined stimuli [6], [7], [8]. Several well-
known attacks in this category, including differential power
analysis (DPA) [9], extract design characteristics using current
consumption measured across different combinations of input
signals. Another powerful tool in the arsenal of physical
attacks is fault injection, which can successfully compromise
an embedded cryptographic implementation even with a single
fault. Many fault injection attack variants exist in practice, e.g.,
laser exposure, voltage or clock glitches, and electromagnetic
perturbation. Among these approaches, laser fault injection
(LFD) is known as one of the most powerful physical attacks.

An LFI attacker injects a temporal fault during a cryptographic
operation using a laser module [10], [11]. LFI has the highest
time and space resolution for the most efficient attack capabil-
ity compared to the aforementioned variants. As a result, laser
fault injection, initially conceived to mimic radiation effects in
space applications, has become a tremendous security threat.

Several countermeasures have emerged to reduce the effi-
cacy of physical attacks. Among those, the camouflaging gate
called PG-TVD (pass gate-based threshold voltage defined) is
promising as it ensures protection against reverse engineer-
ing and side-channel attacks. The PG-TVD logic family is
designed in such a way that the logical functionality of the
gate cannot be determined through visual inspection, making
the design less susceptible to reverse engineering [12]. This
is possible because each different logic gate appears identical
using optical, electron-based, and ion-based imaging systems.
In addition, the logic gates are designed such that they have
greater protection against potential side-channel attacks be-
cause the HVT and LVT transistors on each side of the circuit
are equally matched across different input combinations and
Boolean functions [12]. Because of this, current consumption
and propagation delays are comparable for the different input
and Boolean combinations and side-channel leakage are lower.

However, proper investigation is needed to determine if
the countermeasure opens the door to other powerful attacks,
such as LFI. Studying them from an LFI perspective to see
if there is a security tradeoff is interesting. Identifying the
vulnerability against this attack requires a proper assessment.
In this paper, a workflow is developed for assessing a circuit
layout’s sensitivity to LFI to assess laser sensitivity in PG-
TVD. This workflow is used to analyze the PG-TVD, showing
laser-sensitive areas. From the information obtained by our
workflow, we propose, design, and simulate a mitigation
scheme that mitigates the laser sensitivity in PG-TVD logic
cells. To our knowledge, the security of such gates has never
been investigated with respect to fault injection.

Contributions. Our main contributions in this paper are sum-
marized as follows:

e We develop and implement a workflow to analyze the
vulnerability of a gate’s layout to LFI-based on attack
parameters such as laser power, wafer thickness, spot size,
spatial distribution, and laser pulse duration. The output of
the workflow is a map of the layout that designates which
areas of the layout result in LFI faults.
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Fig. 1: (a) Physics of photoelectric laser stimulation (b) Laser fault injection mechanism (c) Occurrence of single event error.

To showcase the strength of our workflow, we use it to
perform a case study on three PG-TVD gates (NAND, NOR,
and XOR) under varying parameters in 65nm technology
node. We find areas in the cells’ sense amplifier and core
that are sensitive to bit flip, reset, and set faults. The PMOS
transistors are identified as the weakest part of the design.
Based on the LFI results for the baseline PG-TVD design
and layout, we propose a modified NMOS-only PG-TVD
gate. Further, the gate’s layout is modified to decrease LFI
sensitivity.

Upon acceptance of this paper, the scripts and codes cor-
responding to our LFI mapping workflow will be made
publicly available for researchers and practitioners.

The rest of the paper is organized as follows. In Section II,
we introduce the background of the fault injection mechanism,
laser-induced faults, and the fundamentals of PG-TVD logic
cells. In Section III, we describe the LFI model and associated
vulnerability assessment workflow. The assessment results for
the original PG-TVD gates are shown in Section IV. Our
proposed mitigation scheme modified PG-TVD gates is de-
scribed in Section V along with the LFI vulnerability reduction
evidence. Finally, the conclusion and future work are provided
in Section VL

II. BACKGROUND AND RELATED WORK

Laser fault injection can be carried out in one of two ways:
a front-side attack or a back-side attack. In a front-side attack,
a laser is directed at the front-side of the wafer and has to
pass through the various metal layers before reaching the PN
junctions. The metal layers offer a level of protection as it
reflects most of the light from the laser. The wavelength of
the laser needs to be carefully selected based on the number
of metal layers and whether or not the die has any shielding.
The wavelength typically chosen for a front-side attack range
from about 500nm to 800nm [13].

In a back-side attack, the ion beam is directed at the bulk of
the silicon, which offers far less protection than metal layers.
The bulk of the die is polished down from 300um to 30m so
that the light has as little bulk to diffuse through as possible
[14]. With the use of an X-ray, the transistors can be observed
through the bulk of the die, and a laser with an extremely
precise step size can be focused on this location to induce
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a current in the transistor. The laser wavelength generally
chosen for a back-side attack is 1065nm [13]. With flip-chip
packaging becoming an industry standard, in which the chip
is mounted with its back-side facing up, as well as the ever-
growing number of metal layers protecting the front side of
the chip, back-side attacks have become the more effective
method for inducing faults.

A. Fault Injection Mechanism

Due to their interaction with silicon, lasers can cause faults
in ICs by causing a photoelectric effect. When a laser beam
with a wavelength corresponding to an energy level higher than
the silicon bandgap [15], [16] passes through silicon, as shown
in Fig. 1 (a), it creates electron-hole pairs along its path called
the photoelectric effect. There may be no noticeable effect on
this recombination of charge carriers. An exception occurs
when the laser beam passes through a transistor’s reverse-
biased PN junction (drain/bulk or source/bulk) — as shown
in Fig. 1 (b) — a place where there exists a strong electric
field. Consequently, a current pulse is induced because the
charge carriers drift in opposite directions. Upon exhaustion
of the charges, this pulse vanishes but may last hundreds
of picoseconds after the laser pulse ceases [16]. A transient
voltage spike caused by this current pulse induces faults in
secure circuits to retrieve confidential data stored in these
devices [17], [3].

B. Laser Induced Faults

Fig. 1 (c) illustrates how a transient photocurrent is turned
into a single-event error (SEE) [18] for an inverter with input
at the low logical level. In this configuration, the sensitive
SEE area is the drain of the NMOS transistor (shaded in
pink), which is in an OFF state. A current source depicted
in Fig. 1 (c) shows how laser-induced photocurrent may be
injected into the NMOS through a reverse-biased PN junction
connected to the N-type drain of the NMOS (biased at VDD)
and the P-type substrate (grounded).). Consequently, the in-
verter’s output voltage may drop from logic ‘1’ to ‘0’, provided
that the injected photocurrent exceeds the PMOS transistor’s
saturation current. Thus, SET (single event transient) voltages
may propagate through gates in the fanout of the inverter,
leading to a fault. A similar phenomenon may also occur when
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Fig. 2: Schematic Design of PG-TVD Logic cell with two
main blocks: the core (lower half) and the sense amplifier (up-
per half) [12].

the inverter input is at logic high. The laser-sensitive area in
this instance is the OFF PMOS drain. Then the photocurrent
flows from VDD through the N-well’s biasing contact (or tap)
(i.e., the PMOS bulk) to the ground. Further, suppose a flip-
flop is directly induced with a SET. In that case, the stored
data may be flipped, characterizing the so-called SEU (single
event upset) [19], i.e., a bit set will cause a stored value of
‘0’ to change to ‘1’ or a bit reset from ‘1’ to ‘0’.

C. Fundamentals of PG-TVD Logic Cells

Pass Gate-Based Threshold Voltage Defined (PG-TVD)
logic cells can be broken down into two main blocks: the core
and the sense amplifier. In the core, shown in the lower half
of Fig. 2 provided by Thomas et al. [12], the TVD transistors
utilize different threshold voltages to create different logical
functions. These different transistors alter the gate voltage of
the non-TVD transistors in the core that are connected to the
current path. This gate voltage will then set the current going
through each respective branch which will set the output of
the sense amplifier.

As illustrated in Fig. 2, the output of the core is fed into
the sense amplifier, located in the top half of the figure, which
compares the current through each branch, and changes the
value stored in the cross-coupled inverters. This stored value
is updated at every positive clock edge. This process begins
with the clock signal at a LOW value. This means that PMOS
transistors (MP1 and MP2) and their counterparts in the other
branch are ‘ON’. These transistors respectively set net4 and
net2, as well as the corresponding nets in the other branch,
to a HIGH value. When the clock signal goes HIGH, these
transistors are turned ‘OFF’ and these nets are disconnected
from VDD. The sense amplifier now responds to the currents
being generated in the core. These currents should be slightly
different, meaning that the drains of the two NMOSs that make
up the cross-coupled inverters are biased differently. In the
case where the voltage is higher at net2 than the same point
in the other branch, the value at netd4 is driven to a HIGH
value. This value is connected to the input of the other inverter,
so the voltage in the opposite branch is driven LOW. This
value is stored until the clock signal is driven LOW again,
and net2, net4, and the corresponding nets in the other branch,
are reset to a value of ’1’. Because the circuit is mirrored, the

MN2
MN6

MN5

MN1
MN3
MN4

Fig. 3: Layout of PG-TVD Logic cell providing labels for
notable transistors [12].

sense amplifier has two outputs, which, during typical use, are
opposite logic values when the clock signal is HIGH.

Fig. 3 illustrates the layout of a 3-input PG-TVD cell and
provides labels for notable transistors. Our proposed workflow
will be used to analyze the LFI sensitivity of this layout.

III. PROPOSED WORKFLOW FOR LFI VULNERABILITY
ASSESSMENT

An attack model’s effectiveness depends on how closely
its effects correspond to the real world and how well it is
designed. The adversary model might not reflect an adversary’s
practical realities and capabilities, resulting in inappropriate
countermeasures. Physical implementations are still vulnerable
to LFI attacks if they fail to provide the desired level of
security. It is more reliable to assess the vulnerability of an
attack if the effects are close to actual scenarios. In this regard,
we propose an LFI vulnerability assessment workflow that
incorporates all laser-affecting parameters such as laser power,
silicon wafer thickness, pulse duration, and positions of the
critical gates in the layout. These parameters are considered
in order to set up realistic simulations that would expose all
potential vulnerabilities in the circuit.

A. Model Overview

Many parameters had to be considered in order to set up
realistic simulations that would expose all potential vulner-
abilities in the circuit. For this, a variety of prior studies
were analyzed to determine the best model for exposing these
vulnerabilities. Most of these studies came to slightly different
conclusion as to the best way to model the effect of a laser on
a silicon device, but they were based on the same underlying
methodology of placing a current source at each PN-junction
of the circuit that triggers a pulse of current at the moment of
the laser strike. This injected current should accurately model
the transient current induced by the photoelectric effect along
the path of the laser. This current pulse has a peak current
that is dependent on a number of variables that account for
laser parameters, laser location, wafer thickness, and circuit
topology.
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Fig. 4: Modeling of photoelectric laser stimulation (a) Experimental measurement data from literature [20]; (b) Modeling
parameters [21]; and (c) An example of electrical modeling of laser attack on SRAM cell.

B. Influential Parameters in LFI Modeling

To delineate the scope of our model, we incorporate ex-
perimental measurement data from literature [20], [22], [23]
and influential parameters in LFI [21] as shown in Fig. 4.
The testbench is set up with the circuit in question having a
current source at each PN junction that has these parameters
accounted for. At the time of the attack, each PN junction is
injected with a current pulse. The equation for determining
the transient current as a function of time is

I(t) = (U‘ *V + b) * Ugguss * Wcoef * Qshape(t)-

In the above equation, V' is the reverse voltage of the junction,
expressed in volts.

Laser Power Effect: P} ., is the power of the laser expressed
in Watts. a and b are coefficients that are related to the
parameters of the laser and are determined by the following
equations.

a=px* F)l%wer +q* Haser +r

b= s* Plser

Investigation of the N+/P substrate (PN) junction under
PLS (Photocurrent Laser Stimulation) is a necessary step in
the comprehensive study of the phenomena involved when a
pulsed laser stimulates the backside of a transistor. In order
to model the effect of PLS on a PN junction, the laser spot
should be centered in the middle of the junction. For a given
laser power, the more the PN junction is reverse biased, the
more the electrical field between the two electrodes increases,
which induces a higher photoelectric current.

Spatial Distribution Effect: The distance between the laser
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Fig. 5: (a) Laser distribution effect across the distance; (b)
Contour lines where 100% of laser beam intensity represents
the epicenter of the laser spot.

spot and the PN junction has a significant impact on the peak
current as well. The term avgqyss 18 used to model the spatial
dependency of the laser and is expressed by

d2
agauss(d) = 6 * exp <_Cl> +

This expression equates to a value between 0 and 1 and is
derived from a Gaussian equation that is a function of the
distance between the junction and the center of the laser beam.
B, 7, c1, and ¢o are determined by the laser equipment being
used. These values can vary based on different laser lenses
and focus settings, so values that are widely used in prior
studies were selected for this experiment. This Gaussian curve
to account for the beam’s effect as a function of distance
becomes increasingly narrower at shorter pulse durations [19].
For the following simulations, a 1pm laser spot size, illustrated
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Fig. 6: Laser Pulse Duration Effect with the amount of induced
current.

in Fig. 5, is chosen to better observe the effects of a localized,
picosecond range pulse width attack. The parameters were
chosen such that the peak of the bell curve has a value of
1 and the induced current through a drain with a laser spot
0.5pm away results in half of the current as a laser spot directly
on the drain, as shown in Fig. 5.

Wafer Thickness Effect: The thickness of the wafer also has
an impact on the photocurrent induced. This is because the
light from the laser gets diffused as it travels further through
the substrate, lessening the beam’s intensity by the time it
reaches the PN junction. It was determined experimentally by
Sarafianos et al. that the effect of the wafer’s thickness zyq fer
can be modeled by

Weoef (2wafer) = 1.0096 * exp(—0.001 * zyq fer),

which decreases exponentially with thicker wafers [22][23].

Pulse Duration Effect: Q)4 (t) is a double exponent that
models the rapid collection of charge and the slower diffusion
of electron-hole pairs that would be induced by a laser pulse. A
laser with a pulse width in the picosecond range has a smaller,
more focused beam, allowing for more localized attacks on a
device. Because of this, there are more areas in which an error
can potentially be induced, as a smaller beam diameter results
in smaller counter-balancing currents from nearby transistors
[19]. With feature sizes smaller than 120nm, such as those
being tested throughout this paper, it becomes increasingly
more difficult to perform a laser attack on a single transistor
without a significant disturbance in neighboring transistors. A
laser with a pulse in the picosecond range was chosen for this
experiment for this reason, as more localized attacks provide
the attacker with the greatest amount of information. A graph
of the current magnitude as a function of time is provided in
Fig. 6. The peak current occurs during the 10ps in which the
laser is on. When the laser pulse has turned off, the charges
slowly diffuse, and the current tapers off and reaches a value
close to 0 in around Ins.

Finally, a current source with all of these parameters ac-
counted for is placed at each of the PN junctions, and a current
pulse is triggered to simulate a laser strike.

C. Effect of LFI on Lower Technology Nodes
D. Applicability of Workflow on Lower Technology Nodes

It is essential to discuss the effect of LFI on lower technol-
ogy nodes, e.g., FinFETs and Gate-all-around (GAA) devices.

They are generally considered less susceptible to LFI than
planar FETs. Because of their unique structure, they provide
inherent resistance.

The three-dimensional nature of FinFETs means that the
active channel region is raised above the substrate and is
surrounded by vertical fins on three sides. This configuration
makes it more difficult for a laser to directly target the active
region than planar FETs where the channel is closer to the
substrate. It also adds physical robustness to the transistor,
making it harder for laser-induced energy to effectively alter
the device’s behavior. The fins provide additional layers of
material that can dissipate heat and energy, reducing the impact
of laser-induced faults. It also results in a more distributed
current flow, making them less sensitive to localized energy
injection from a laser. In contrast, planar FETs have a more
compact structure that can make them more vulnerable to such
attacks.

Gate-all-around (GAA) devices, including nanosheet FETs,
are even less susceptible to laser fault injection than planar
and FinFETs, offering even more resistance to LFI. The
channel is surrounded by gate material on all sides, providing
unprecedented isolation from external influences like laser-
induced energy. This makes it highly challenging for a laser
to directly impact the active channel region. Like FinFETs, it
exhibits a distributed current flow, reduced area, and improved
physical robustness.

It is important to note that while these devices offer in-
creased resistance to laser-induced faults, they are not en-
tirely immune to the attack. So, for security considerations,
a comprehensive approach is needed to find the laser-sensitive
places in this case as well. That will help later to analyze the
feasibility of countermeasures, including hardware layout tech-
niques, cryptographic protections, and other security measures.
In this regard, we propose a laser fault injection vulnerability
assessment workflow. To clearly explain the flow, we limited
our analysis to planar FET only; however, a similar flow should
also apply to lower technology nodes.

E. Workflow for LFI Data Collection and Visualization

It is necessary to set up the test bench in a way that
the huge amount of data point generation, e.g., 700 points
due to simulation, can be easily and repeatably analyzed and
summarized. The corresponding workflow for vulnerability
assessment of laser fault injection is illustrated in Fig. 7.

1) Testbench: To generate a fault map, a simulation was
run in which the x- and y-coordinates of the laser were swept
to provide total coverage of the logic cell. The simulated laser
was set up to sweep all x-values from -3.5um to 3.5um and all
y-values from -0.5um to 5.5um in 0.25um steps. The current
sources and laser parameters are set up as described in Section
III. The laser was triggered at ¢ = 10ns, at the moment the
clock edge is rising. This was done to reveal as many potential
faults as possible, as attacks on certain transistors will only
result in a fault if targeted at the positive edge of the clock.
At t = 13us, the value of the logic cell’s output is compared
against the expected value for the given input combination.
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Fig. 7: Workflow for generating LFI fault maps.

Evaluating the voltage at this time will only reveal faults that
resulted in the stored value being changed. This simulation is
separately run for each of the three logic gates being tested:
a NAND gate, NOR gate, and XNOR gate.

2) Specifications: Specifications can be set within Cadence
to compare the simulation results against an expected value
easily. The voltage at the output of each logic gate is extracted
2ns after the injected current. This voltage is compared against
the expected voltage for the given input combination with a
10% margin of error. If the extracted voltage falls outside
the spec limits, a “fail” is returned, and that logic block is
determined to have faulted at that laser location.

3) Result in CSV Format: After the simulation, a CSV
file is generated that summarizes the extracted values and the
results of the spec comparisons. The results are displayed in a
tabular format, with one row for each spec measured. Each row
contains the measured value, the defined spec, and whether the
extracted value passed or failed.

4) Laser Sensitivity Fault Mapping: The data from the CSV
file is then copied and pasted into an Excel sheet designed
to parse the data and generate a fault map. A fault map
summarizes the types of faults induced in a cell and where
they occurred. Each input combination’s pass/fail results are
passed into an Excel equation that determines if a bit-set, bit-
reset, bit-flip, or no fault occurred. Next, a grid is set up with
each cell having a VLOOKUP equation to find the type of
error for that xy-coordinate. With the type of error displayed
in the grid, conditional formatting can be applied to change
the cell color based on the type of fault that occurred at that
point. Finally, a screenshot of the relevant area of the cell
can be superimposed over this grid to illustrate the vulnerable
points of the cell clearly.

IV. SIMULATION RESULTS AND DISCUSSION ON
VULNERABILITY ASSESSMENT OF PG-TVD LoGic CELLS

The simulations presented are run using Cadence Virtuoso
with the ADEXL simulation tool. The PG-TVD schematics
analyzed for this study use a commercial 65nm library.

A. Transient Response

The first simulation is intended to provide a deeper under-
standing of how a fault is induced in the PG-TVD logic cell
by analyzing the transient response of the cell to an induced
photocurrent.

PG-TVD Transient Response to LFI
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Fig. 8: Waveform of simulated fault in the logic cell, inducing
laser-induced current at 10 ns showing the created fault in red
dashed line box.

1) Simulation Setup: In order to analyze the laser fault
injection vulnerabilities of the circuit, a current source was
connected to each reverse biased PN junction in a NAND gate
with input ‘000’ as described in Section III. A simulation was
run with the laser location being set to target transistor MPO.
We would expect an attack on this transistor to force the value
at net4 to go HIGH, and therefore force the output of the logic
cell LOW.

2) Simulation Results: Fig. 8 shows the waveforms of
the logic cell’s positive and negative outputs, as well as the
induced current through the bulk of the transistor.

For the first 10ns, the circuit demonstrates normal behavior
as the positive output is HIGH and the negative output is LOW
before they are reset at ¢ = 5ns. It can be seen in the figure
that the current source is triggered at ¢ = 10ns. There is a
negligible voltage change in the positive output of the logic
block at the time of the induced current, but the voltage fails
to transition to a HIGH value, resulting in a forced LOW fault.
Shortly after this, the inverse output of the logic block faults
to a HIGH value, as the value stored in the cross-coupled
transistors has been forced to a logic ‘0’ creating a fault.

B. Fault Map

Once it is determined that a fault can be induced in the
logic cell, the testbench is expanded to find all possible fault
locations on the cell. To do this, a fault map is generated,
which summarizes the effect of a laser attack at each location
in the cell. The areas marked with blue are locations where a
laser simulation resulted in the output of the cell being forced
LOW. The red areas are where the output was forced HIGH.
The purple areas are where the output of the cell was flipped,
regardless of the original output.

Table I(left) summarizes the number of simulations for each
type of logic gate that resulted in each type of error. This data
will be used for reference in Section IV-C in which the effect
of varying the simulation parameters is analyzed. Because the
XNOR logic gate reveals the most laser-sensitive regions, it is
used for the remaining simulations.

The workflow described in Section III-E is implemented to
generate the fault maps shown in Fig. 9. Because there is only
one input combination for a NAND gate that results in a LOW
output, it can be seen that only one of the NMOS groupings is
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TABLE I: Number of locations where various faults can be induced at various conditions.

Number of Locations Where Various Faults can be Induced

Fault Type ™ Vi rious PG-TVD PG-TVD XNOR Gates PG-TVD NAND Gates
Logic Gates with Varying Laser Spot Size | with Varying Induced Current
NAND NOR XNOR bHum 1um 0.5um 0.5z 1z 10x
Bit-set 96 106 106 262 106 50 78 106 162
Bit-reset 105 99 106 262 106 50 78 106 162
Bit-flip 0 0 0 0 0 0 0 0 0
None 533 549 542 230 542 654 598 542 420

able to force a HIGH value. Similarly, for the NOR gate, there
is only one input combination that results in a HIGH output,
so only one of the NMOS groupings is able to force a LOW
value. With a few exceptions, the sensitive areas found through
simulation match very well with the expected vulnerable areas.
As expected, an attack on the PMOS transistors on the right
half of the sense amplifier force the output to a logic ‘0’,
and an attack on the PMOS transistors on the left half of the
sense amplifier forces the output to a logic ‘1’. In addition,
attacks on transistors MN1-MNG6 result in the output of the
logic cell being forced HIGH, as was predicted, and attacks
on these transistors on the other branch result in the output
being forced LOW.

It also appears that the inverters at the output of the cell
are not contributing to any additional fault locations. This is
because an attack on these transistors doesn’t propagate to the
memory of the cell and alter the stored value. Attacking the
output inverter simply results in a temporary fault in the output
that doesn’t last much longer than the laser pulse duration.

There were a number of areas in which the discovered
sensitivity did not match what would be expected for an
attack on that transistor. First, an attack on transistor MNO
was expected to drive net4 LOW and force the output of the
cell to be HIGH. The reason that the cell is not forced HIGH
with a laser attack on this transistor is that the current induced
in the PMOS of this inverter, transistor MPO, is so large that
it overpowers the effects of the NMOS current. Despite this
explainable difference, the fault map looks as expected.

C. Varying Simulation Parameters

With a clear understanding of how this particular laser
attack affects this logic cell, we wish to observe the effect
of changing the parameters described in Section III-B on the
fault-sensitive regions. The selected parameters were based
on information provided in prior works, but these numbers
can vary greatly based on the equipment being used and the
laser parameters. In this section, an analysis is provided as to
how changing these simulation variables affects the obtained
results.

1) Laser Spot Size: The laser spot size is dependent on a
number of laser and lens parameters as well as the amount
of diffusion through silicon before the light is incident on the
PN junctions. In previous simulations, a laser spot of 1um
was selected to provide the most localized attacks possible
with modern equipment, but this may not expose all possible
vulnerabilities. Lasers with a spot size of Sum are widely
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available and were previously used for laser attacks in larger
technology nodes. The fault injection simulation was rerun
with the spot size parameter changed to Sum in order to see
how the resulting fault map changes with a larger laser spot
size. The left image in Fig. 10 summarizes the induced faults.

Table I(middle) summarizes the number of simulations for
the various laser spot sizes that resulted in each type of error.
The larger number of faults induced by using the larger laser
size suggests that the larger laser can induce faults from attacks
that are further away from the cell.

Again, the areas marked with blue are locations where a
laser simulation resulted in the output of the cell being forced
LOW. The red areas are where the output was forced HIGH.
The purple areas are where the output of the cell was flipped,
regardless of the original output. When compared against
Fig. 9, which contains the results from the same simulation
with a 1pm spot size, it can be seen that the increased spot size
resulted in significantly reduced localization of the attack. The
vertical line down the middle of the cell, where faults were
not induced, widens with the larger spot size. This is because
in this area, all transistors in the sense amplifier have a large
current induced, and the effects are canceled out.

Although a laser spot size of less than 1um is uncommon
for laser fault injections, future technological advances may
make this attack possible. A simulation was run in which the
spot size was set to 0.5um in order to see how the simulated
fault map changes with a smaller laser spot size. The same
simulation was rerun, and the right image in Fig. 10 sum-
marizes the fault locations. When compared against Fig. 10
from the previous simulation and Fig. 11 with the 5um and
1pm spot sizes, respectively, it is clear that using a smaller
spot size results in more localized attacks, but fewer areas
in which a fault can be induced. This means very precise
positioning equipment would have to be used for attacking
with the smaller spot size. With the more localized attack, the
currents induced in the NMOSs of the sense amplifier are no
longer overpowered by the PMOS currents, and the missing
NMOS faults become visible in the fault map.

2) Induced Current: Next, the effect of the peak transient
current on the simulated fault map was observed by analyzing
the fault map at different current amplitudes. The use of
FDSOI can reportedly reduce the peak transient current of a
laser attack by a factor of 2 [24]. The testbench was adjusted
such that the peak current of each of the current sources at
the PN junctions was reduced by a factor of 2 to provide
a rough estimation of how the simulated fault areas would
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Fig. 10: Map of simulated faults (left) with 5um laser spot
size and (right) with 0.5um laser spot size.

Fig. 11: Map of simulated faults (left) with induced current
decreased by a factor of 2 and (right) with induced current
increased by a factor of 10.

change with the use of FDSOI. The simulation was rerun with
the decreased currents, and the resulting fault map is displayed
in the left image in Fig. 11.

Table I(right) summarizes the number of simulations for
various induced currents that resulted in each type of error.
The data shows a larger number of vulnerable locations when
stronger currents are induced by the laser.

From the figure, it is clear that decreasing the peak current
reduced the area of the PMOS-sensitive regions and eliminated
the NMOS-sensitive regions altogether. These results suggest
that FDSOI could provide protection against laser fault attacks
assuming the thin intrinsic layer is capable of reducing the
induced photocurrent significantly.

Using a laser with different parameters may be able to
provide greater transient currents than those used for the
simulations in Section IV. Larger induced currents could
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Fig. 12: Mitigation scheme with the PG-TVD cell redesigned
with only NMOS devices showing the changes in blue.

potentially result in a larger number of vulnerable transistors.
For this reason, the test bench was altered to increase the
induced current by a factor of 10. The simulation was rerun,
and the results are summarized in the right image in Fig. 11.

From the figure, it is clear that increasing the peak current
caused the fault-sensitive regions to increase in area. This is
because attacks further away from the PN junction now induce
a current strong enough to change the output. In addition, a
bit-flip-sensitive region is now present down the center of the
logic gate’s core. The selection of parameter values described
in Section III-B is centered around simulating an attack with
the most advanced laser technology available today that would
result in the most precise laser attacks possible. By varying
these parameters in both directions, we better understand their
effect on the circuit and the resulting fault map. Depending
on that, we propose a mitigation scheme by changing the
layout of the existing PG-TVD logic cells resulting in less
sensitivity to laser fault injection. In the next section, we
portray the mitigation scheme and the associated results using
the proposed vulnerability assessment workflow.

V. WORKFLOW INFORMED MITIGATION SCHEME DESIGN
AND ASSOCIATED RESULTS

A. Layout Changes

From an analysis of the fault maps, a number of schematic
and layout changes that could partially mitigate laser fault
injections become apparent. Table II summarizes the number
of simulations that resulted in each type of error with the
changed layout.
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TABLE II: Number of locations where various faults can be
induced in NMOS-only PG-TVD logic gates redesigned sense
amp and core.

Count
Fault Type NMOS only Redesigned

PG-TVD Sense AMP  Core

Two Output Bit-set 18 20 15

Two Output Bit-reset 18 20 15

Two Output Bit-flip 0 0 0

One Output Bit-set 56 59 48
One Output Bit-reset 56 59 52

One Output Bit-flip 4 0 0
None 602 596 624

1) Sense Amplifier: The fault maps show that the sense
amplifier is the most vulnerable section of the logic cell. This
is because, using this LFI model, the current induced in a
PMOS is about 200 times larger than the induced current in an
NMOS. To reduce the sensitivity of the PG-TVD cell to laser-
induced faults, the circuit was redesigned using only NMOS
transistors. The new schematic is shown in Fig. 12.

The PMOSs in the main branch of the amplifier are replaced
with NMOSs with their gates connected to their source. The
PMOSs that were used to reset the amplifier, and were driven
by the clock signal, were replaced with NMOSs driven by the
inverse of the clock signal. With all PMOSs removed from the
circuit, the model was updated, and a simulation was run to
generate a new fault map. The results of the simulation are
shown in Fig. 13.

The new schematic, timing, and power measurements for
three logic gates are comparable with the existing design
ensuring similar protection against side-channel attacks. Com-
pared to the original PG-TVD schematic, the new schematic
has an increase in delay of about 25%. The dynamic and
static power is increased by approximately 20%. Despite these
significant reductions in performance, it seems to be a good
first step for reducing LFI vulnerabilities. Note also that such
changes only need to be made sparingly — that is, to the cells
where faults would result in critical vulnerabilities rather than
all the cells in a design.

The behavior of the new schematic during a laser attack has
some interesting differences compared to the original behavior.
Many laser attacks resulted in only a single output failing.
Given that the two outputs should always be opposite logic
values after evaluating the inputs, a simple way of detecting
this type of error is to monitor the outputs with an XNOR gate
that goes HIGH when the outputs are the same.

Another difference is that some laser attacks resulted in
faults that didn’t go to strong logic values, but rather, some
intermediate voltage. Because subsequent logic blocks would
interpret that output somewhat randomly, the resulting output
would be randomized, making it more difficult for an attacker
to extract relevant information from a laser attack.

When compared against Fig. 9, it is clear that the NMOS

transistors significantly reduce the sensitivity of the sense amp
to laser fault injections. The total number of laser locations
that result in both outputs faulting reduced from 212 to 36,
suggesting a significant decrease in LFI sensitivity of the cell.

It can also be noticed that there are a number of parallel
transistors placed very close to each other, so a laser attack has
the ability to induce much larger currents at these locations.
For this reason, a layout change was considered in which
the NMOSs MPO, MP1, and MP2 were separated and placed
further apart, such that a laser attack on any one would have an
insignificant effect on the others. The results of the simulation
are shown in Fig. 13(b). With this layout change, the sense
amp looks to be much less vulnerable, especially compared to
the original CMOS fault map. In addition, the bit-flip sensitive
region in the middle of the core is gone. By using an NMOS-
only circuit with the sense amp transistors spread further apart,
the cell’s sensitivity to LFI is greatly reduced.

2) Core: There are a number of transistors in the core
of the PG-TVD cell that run in series and are in close
proximity in the layout. This allows an attacker to induce
greater currents with a laser attack, making the device more
vulnerable. Vulnerable transistors in close proximity were
separated and placed further apart as with the sense amplifier.
A simulation was run with the new setup, and the resulting
fault map is shown in Fig. 13(c). With this layout change, the
number of attack locations that result in both outputs faulting
is reduced even further, down to 30. The spreading apart of
transistors results in a sizable increase in the cell’s area, with
relatively small improvements to the LFI sensitivity. Because
of this, the designer would determine what balance of size and
protection is best for their given circuit.

VI. CONCLUSION AND FUTURE WORK

In this paper, we analyze the effects of laser fault injection
at the electrical, transistor, and logic levels. We first establish
a clear understanding of how current is induced in a transistor,
by means of the photoelectric effect, in the presence of a
significant level of radiation. Then, we propose a laser fault
injection vulnerability assessment workflow. Using this knowl-
edge, an analysis of the potential laser vulnerabilities that are
present in the PG-TVD logic cell is then provided. Through
simulation, a map of the cell’s vulnerabilities is created in
which a number of vulnerable transistors are identified and
compared against the expected behavior. It is found that a few
transistors in the core of the logic cell are vulnerable, and
almost any laser attack on the sense amplifier would result
in a fault. The simulation parameters, including laser spot
size and peak transient current, are then varied in order to
understand their impact on the results and how attacks with
different lasers can expose different vulnerabilities. From the
analysis, we propose a mitigation scheme that mitigates the
laser sensitivity in PG-TVD logic cells by approximately 83%.

All of the results presented in this paper are gathered
through simulation, without being tested experimentally. In the
future, we want to implement this work in silicon, with proper
probing equipment, and an advanced laser setup, in order to
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Fig. 13: Map of simulated faults with (a) NMOS-only design; (b) change to sense amp layout; (c) change to the core layout.

validate the laser fault injection model used for this study.
With experimental data, adjustments can be made to provide a
more accurate model of the induced photocurrent and its effect
on the circuit. However, with a model based on information
gathered through prior studies, these simulations serve as a
valid basis for identifying vulnerabilities and analyzing the
feasibility of different countermeasures.
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