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Abstract — As cybersecurity becomes increasingly relevant
with advancing technology, Physically Unclonable Functions
(PUFs) have become a promising technique that utilize process
variation and device mismatch to create unique device identifiers,
secure keys, and other security features that are virtually
impossible to duplicate. Many PUF circuits with diverse
characteristics have been proposed, all of which exhibit a clear
tradeoff between reliability, robustness, and size. This paper
proposes a novel PUF which utilizes the nature of stochastic flash
analog-to-digital (ADCs) to minimize hardware without
sacrificing reliability or robustness against cloning. The proposed
PUF creates a unique device identifier by employing the
comparators used in a stochastic ADC, which are designed for
maximum offset voltage due to device mismatch. The proposed
PUF was modeled and simulated using a 130nm CMOS process.
Simulation results show that the PUF has a normalized inter-
hamming distance (uniqueness) of 48.5% and is reliable with a
normalized average bit flip of 2-3% over £10% variance in supply
voltage and temperatures up to 100°C.
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1. INTRODUCTION

Electronic counterfeiting is a continuous and persistent
problem which has severe impacts on many sectors of the
industry including military, pharmaceutical, aircraft, automotive,
etc. Thus, counterfeit detection has received considerable
attention from researchers in recent years. Many promising
approaches in counterfeit detection for new ICs rely on
Physically Unclonable Functions (PUFs). PUFs have been
widely researched to provide unique unclonable chip IDs to
prevent cloning, recycling, overproduction of ICs and to secure
the IC supply chain [1],[2]. The main objectives of a PUF are to
provide authentication, data-integrity and privacy. A PUF circuit
exploits the process variations of transistors to generate a unique
response corresponding to a definite challenge. There is a one-
to-one relationship between a challenge and its corresponding
response which cannot be reproduced by any other challenge-
response pair. A PUF has a few unique metrics [3] which are
essential to make the purpose of it successful and these are:

- Uniqueness: The uniqueness of a PUF is how precisely
it can identify a single chip from a group of chips and
can be measured by Inter-chip Hamming Distance.

- Reliability: The output of a PUF for a definite chip
should be reliable and should be consistent with change
in environmental and circuit conditions. This is
measured by Intra-chip Hamming Distance.

Extensive research regarding PUFs has been conducted
mostly in digital ICs and also in a few analog and RF ICs. The
first PUFs reported were optical PUFs [4] where the number of
challenge-response pairs were not enough to prevent brute force
attacks. Digital PUFs soon followed and were explored with
process variations in ring oscillators [5] and digital arbiters.
Attempts have been made to increase reliability and uniqueness
by reducing aging effects in both Application Specific
Integrated Circuits (ASICs) [6],[7] and Field Programmable
Gate Arrays (FPGAs) [8] implementations. The initial startup
response of memory cells has been utilized to produce memory
PUFs like SRAM PUFs [9],[10], D Flip-Flop PUFs, and
Butterfly PUFs [11]. For analog/mixed signal applications, a
few recent advances include an extremely low power (38uW)
mixed signal PUF implemented in a 90nm CMOS process with
a bit error rate of less than 0.1% at 125°C and 10% voltage
variation [12] and monostable static PUFs implemented with
cascoded current mirrors in a 65nm CMOS process with 1.9-
5.8%native bit stability at 0.6-1V [13]. But all of these
implementations do not talk about the hardware overheard
required to implement these PUFs in digital/analog ICs for
device authentication or cryptographic key generation. The
amount of hardware overhead is becoming more critical in
analog/mixed signal ICs, which continue to shrink in size and
have an extremely limited number of input/output pins.

This paper introduces a novel PUF to be implemented in a
stochastic ADC, or alternatively any circuit that employs a
number of comparators. The proposed PUF utilizes some of the
many comparators within a stochastic ADC to create a reliable
and robust unique device identifier with minimal additional
hardware. The length of the identifier and the number of
challenge-response pairs can be easily increased, as it is not
uncommon for accurate stochastic ADCs to contain thousands
of comparators.

This paper is organized as follows. Section II briefly
explains the concepts of a stochastic ADC. Section III describes
the concepts of the proposed PUF. The simulation results are
presented in Section IV. Finally, Section V concludes this paper.

II. TRADITIONAL STOCHASTIC FLASH ADC

In an N-bit Flash ADC, 2™! equally spaced comparators are
used to quantize an input signal. The thresholds of the
comparators are accurately set by a resistor ladder such that they
are equally spaced by 1 LSB. In practice, the inherent random
offsets add to the comparator thresholds causing the actual flash
ADC transfer function to deviate from the ideal one.



A stochastic flash ADC uses a similar configuration to the
flash ADC, but there is no resistor ladder. The random inherent
offset voltages are used to set the comparator trip points, as
shown in Fig. 1, and these trip points are used to quantize the
input voltage. A large number of minimum-sized comparators
are used in stochastic ADCs in order to create a Gaussian
distributed input offset voltage with mean p and variance 6. The
comparator outputs appear to be random, but the total sum of the
comparator outputs increases monotonically with increasing
input voltage. The transfer function of the traditional stochastic
ADC follows the cumulative distribution function (CDF) of the
input offset voltage distribution. The linear range of the
stochastic ADC is determined by the variance of the comparator
offset, and is very limited compared to other ADCs. Different
comparator topologies can be used to increase the maximum
possible voltage offset caused by mismatch, thus increasing the
linear range of the ADC. This will be discussed further in
Section III.

The number of comparators in a stochastic ADC must be
enough so that the transfer function accurately resembles the
CDF of the comparator offset. In [15], the average number of
comparators, n, necessary to achieve N effective bits in a
stochastic ADC is formulated to be

n=4N — 14 V42N 4 22N+1 (1)

Fig. 1. Functional stochastic ADC with comparator offset PDF and CDF [14]

III. PRrROPOSED PUF CIRCUIT

As mentioned in the previous section, the comparators used
in stochastic ADCs are designed to maximize the effects of
process variation and device mismatch, two characteristics that
are critical to PUF implementation. The proposed PUF shares
the comparators in a stochastic ADC (alternatively the PUF can
be implemented in other designs that require many comparators)
in order to reduce the amount of additional hardware necessary
to generate a unique identifier.

A block diagram of the PUF circuit is shown in Fig. 2, it
consists of an array of comparators that are shared with the
stochastic ADC and digital control circuitry.

A. Comparator Array

In the proposed PUF an array of N-comparators is used to
create an N-bit unique ID. Each comparator in the array is used
to determine a single bit of the ID. To determine each bit, both
comparator inputs are tied to the same reference voltage, Vi,
causing each comparator to output a 1 or a 0 depending on
whether its offset voltage is positive or negative, respectively.

A critical property of a PUF is to provide a very reliable and
repeatable response. The comparators used in the proposed
PUF are designed to be minimum sized in order to maximize
the offset voltage. Due to the fact that each comparator offset is
random, it is a possibility that the offset voltage could be
smaller than the input noise of the comparator, which has been
increased due to the minimum device sizes used. This adversely
affects reliability of the PUF, as the bit now depends on noise
instead of the offset voltage. One way to combat this is to
increase the o of the comparator offset without minimizing
devices, thereby decreasing the probability that a very small
offset voltage will occur without increasing noise. This paper
uses two comparator topologies to demonstrate the effects of
offset voltage variability in the proposed PUF. Fig. 3(a) shows
a traditional NAND-based comparator [15]. Fig. 3(b) shows a
3-Latch NAND-based comparator that increases the input
offset voltage by increasing inherent mismatch [14]. Both
comparators in Fig. 3 are fully digital and can be easily
implemented using digital standard cells.

The comparator array of the proposed PUF can be easily
modified to meet the level of security needed for a given device.
According to (1), a stochastic ADC will employ, at least,
hundreds of comparators. Thus, with almost no additional
circuitry required on-chip it is possible to increase the number
of comparators in an array to lengthen the ID. It is also possible
to increase the number of challenge-response pairs by
employing multiple comparator arrays in each PUF.
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Fig. 2. Block diagram of proposed PUF circuit implemented in stochastic ADC

B. Digital Control Circuitry

The digital control circuitry is the only additional hardware
the proposed PUF requires in order to generate a unique ID. The
main functions of the digital circuitry are to perform an
averaging function for each comparator, and to properly decode
any challenge inputs.

A simple averaging function is implemented digitally in order
to help combat the effects of noise. The averaging block,
denoted by X in Fig. 2, samples each comparator and uses a
running sum to determine whether the ID bitis a 0 or a 1 based
on a determined threshold. For the purposes of this paper, the
threshold was set to be half of the number of samples. Therefore,
if a sampled comparator produced more 1’s than 0’s the ID
output would be a 1. It would be possible to add more thresholds
to determine the strength of an ID bit. For example, if a sampled
comparator produced all 1’s or all 0’s, the corresponding ID bit
would be considered a strong 1 or strong 0, respectively.



Conversely, a weak 1 or weak 0 may correspond to a
comparator with a smaller offset voltage whose output
occasionally switches due to noise.

VIN!

Vins ouT. Vit 0 QUT.

Vi ouT, Vet T 0 OUT,

(a) Voo

(b)
Fig. 3. (a)Traditional NAND-based comparator and (b)3-Latch extended range
comparator with increased offset

As discussed in Section IILA, it would be possible to
employ multiple comparator arrays in order to increase the
number of challenge-response pairs in the PUF. This is
implemented by using a digital decoder which is not shown in
Fig. 2. In this case, the challenge input will be the address of
the desired comparator array.

IV. SIMULATION RESULTS

The proposed PUF circuit in Fig. 2 was designed and
simulated in a 130nm CMOS process. To demonstrate the offset
voltage variance between the traditional NAND-based
comparator and the 3-latch extended range comparator a Monte
Carlo simulation was run for each comparator and the offset
voltage was plotted for 1000 sampled comparators, as shown in
Fig. 4. It can be seen that the input offset voltage of both
comparator topologies is also approximately Gaussian, as
expected. The traditional NAND-based comparator showed a
standard deviation, Gvofre, Of approximately 65mV and the 3-
latch comparator showed an increased Gvosrer Of 135mV. This
increased offset voltage effectively reduces the probability of
weak 1’s and weak 0’s as will be seen in the following
simulations.

To demonstrate the effects of noise on the two comparator
topologies, a single comparator is sampled 63 times and these
samples are summed as part of the digital averaging block, thus
displaying how many of the 63 samples were 1’s. In a noiseless
system, the comparator outputs would not change and this
simulation would return either a 63 or 0 if the offset voltage was
positive or negative, respectively. When noise is introduced, the
outputs of those comparators with offset voltages near 0V will
be affected by noise. A Monte Carlo simulation is run for both
comparator topologies and 63 samples of a single comparator
are summed 512 times. The results of the traditional NAND-
based comparator and the 3-latch comparator are displayed as
histograms in Fig. 5. As expected, the majority of both
comparator topologies provide strong outputs. Due to the
smaller offset voltage variation in the traditional NAND-based
comparator, it has more weak outputs than the 3-latch
comparator. Additionally, the traditional topology resulted in
some comparators on the midpoint threshold (a sum of about 31

in this case), meaning that the ID bit controlled by those
comparators can easily be flipped, even with averaging. This
condition is remedied by using the 3-latch comparator topology
with increased offset voltage, which shows no weak ones/zeros
at the midpoint.

To demonstrate the effects of the digital averaging block on
noise, the previous simulation is repeated, but fewer samples are
taken by the averaging block. Fig. 6 shows the results of 512 3-
latch comparators that were only sampled 15 times before
summing the outputs, instead of the 63 times shown in Fig. 5. It
can be seen that there are still very few comparators with offset
voltages small enough to be affected by noise, but those that are
affected are much closer to the midpoint (for 15 samples, the
midpoint is 7) with fewer samples. Furthermore, if no averaging
at all were performed, those comparators with weak outputs
would drastically degrade the reliability of the PUF since the
corresponding ID bits would be unpredictable and unrepeatable.
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To characterize the uniqueness and reliability of the
proposed PUF circuit, a comparator array was simulated to
produce a 64-bit identifier output. The uniqueness of a PUF is
measured by the inter-Hamming Distance (HD), which is
ideally 50%. It can be seen from Fig. 7 that the traditional and
3-latch comparators gave a normalized inter-HD of
approximately 47.7% and 48.5%, respectively. The reliability
of the proposed 3-latch comparator based PUF was determined
by measuring the intra-HD (ideally 0%) over varying
temperature and supply voltage. It can be seen from Fig. 8§ that
the PUF circuit is reliable up to 100°C as the normalized intra-
HD is on average, less than 2%. The normalized average intra-
HD over the range of 27°C to 100°C is 1.27%. Similarly, Fig.
9 shows that the proposed circuit is reliable over +10%
variation in voltage supply as the normalized inter-HD is, at
most, approximately 3%, with the average being 2.7%.
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V. CONCLUSION

This paper proposed a novel PUF which can be easily
implemented, with minimal hardware overhead, in stochastic
ADCs or other structures that employ a large number of
comparators. The increased voltage offset and minimum device
sizes of the stochastic ADC comparators is shown to be
advantageous for the proposed circuit. Furthermore, different
comparator topologies and digital averaging are presented as
solutions to combat the negative effects of stochastic ADC
comparators, increased noise. Finally, the reliability and
uniqueness of the proposed PUF are verified through
simulations in a 130nm CMOS process. The proposed PUF has
a normalized inter-HD of 48.5% and is reliable with a
normalized average intra-HD of 2-3% over 10% voltage
variations and at temperatures of up to 100°C.
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