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Abstract—Physically Unclonable Functions (PUFs) are a
promising security technique which utilize the random process
variation in silicon fabrication in order to create unique
identifiers and other security features that are impossible to
recreate exactly. This paper builds upon and evaluates a weak
PUF which employs dynamic latched comparators and their
random input offset voltages to create a chip-specific identifier.
The proposed PUF can be used in analog/mixed-signal (AMS)
chips due to the analog characteristics of the comparators
employed. Because comparators are a fundamental block in
AMS applications, the proposed PUF can reuse comparators in
an AMS chip to generate unique identifiers with minimal
hardware overhead. Additionally, the comparators tested in this
work can be created with digital components, making this PUF
suitable for use in digital chips as well. The proposed PUF is
fabricated using a 0.13 pm CMOS process. Measurements show
that the PUF achieves a normalized intra-Hamming Distance
(HD) of less than 0.15% and 0.96% across 0°C-80°C and 0.8V-
1.4V, respectively. The normalized inter-HD is 48.5% for a 64-
bit PUF output key. The power consumption of the PUF is 1.5
nJ/bit with a throughput of 4Mb/s.

Keywords—Physically  Unclonable Function, Dynamic
Latched Comparator, Physically Obfuscated Key, Analog PUF

I. INTRODUCTION

The Internet of Things (IoT) has ushered in a new era in
which technology is advancing at an unprecedented rate.
Although the idea behind the IoT is to create a connected,
efficient, and safe environment, countless security challenges
must be faced before this can become a reality. One such
challenge is electronic counterfeiting, which can harm both
industries and its consumers through cloning, recycling,
repackaging, and other methods.

A widely researched approach in counterfeit detection is
the physically unclonable function (PUF). These security
primitives are capable of chip identification and authentication
[1], as well as hardware piracy and counterfeiting prevention
[2], [3]. PUFs are implemented at the chip level and generate
reliable chip-specific responses based on a given challenge.
The uniqueness of a PUF response is achieved by utilizing
random process variations and device mismatch, making a
PUF virtually impossible to recreate exactly. Furthermore, a
PUF must be robust and reliable across environmental
variations, including noise, voltage supply, and temperature
variations, in order to produce a stable response under any
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condition. Uniqueness and reliability are two unique PUF
metrics that are measured by the inter-chip Hamming Distance
(HD) and intra-chip HD, respectively.

An extensive amount of research involving PUFs has been
carried out, resulting in a wide range of PUF implementations.
Optical PUFs [4] were the first reported PUF, but generally
lacked a large number of challenge-response pairs (CRPs),
allowing adversaries to more easily reproduce the function
through brute force attacks. Soon after, digital PUFs were
introduced by utilizing inherent process variations in digital
arbiters and ring oscillators [5]. As digital PUFs became more
popular, research to reduce the aging effects in application
specific integrated circuits (ASICs) and field programmable
gate arrays (FPGAs) [6] was performed in order to increase
reliability and uniqueness. Memory PUFs, such as SRAM
PUFs [7], [8], D Flip-Flop PUFs, and Butterfly PUFs[9],
utilize the initial startup response of memory cells, an integral
part of nearly every electronic system, to produce a reliable
and unpredictable response. Some recent advances in
analog/mixed-signal PUFs include an extremely low power
(38uW) CMOS PUF with a bit error rate of less than 0.1% at
125°C or £10% voltage supply variation [10], as well as an
ultra-compact (3.07 um?bit) proportional to absolute
temperature PUF with a bit error rate of 3.5% and 1.004%
across temperature and voltage supply variations, respectively
[11].

Conventionally, all PUFs are categorized as either a strong
or a weak PUF, depending on the number of CRPs that PUF
contains. The number of CRPs in a strong PUF will increase
exponentially as the PUF is scaled larger, while the number of
CRPs in a weak PUF will only increase linearly. Weak PUFs
can have as few as one CRP, in which case it is known as a
physically obfuscated key (POK) [11].

This paper builds upon and evaluates the weak
analog/mixed-signal PUF, first introduced in [12], which
employs dynamic latched comparators in order to produce a
robust and reliable chip-specific identifier. The PUF leverages
each comparator’s inherent input offset voltage, which is
determined by random process variation and device mismatch.
The digital control circuitry discussed in this work determines
the strength of each comparator so that the user may easily
mask unstable bits and thus, obtain a more reliable and robust
response. Test chips with two different PUF implementations
were fabricated using a 0.13 pm CMOS process, exhaustively
tested, and the measurement results presented. The
measurements show that the proposed PUF is reliable across
extreme environmental variations, with an intra-HD less than
0.15% and 0.96% across 0-80°C and 0.8-1.4V, respectively.



The uniqueness of this PUF is verified with an inter-HD of
48.5% for a 64-bit output key. The fabricated design requires
an energy per bit of 1.5 nJ/bit at a throughput of 4Mb/s, but,
as discussed in Section II1.D, an optimized design can result
in an energy per bit as low as 34.5 pJ/bit at 4Mb/s.

The data provided by the Electronic Resellers Association
International (ERAI) in collaboration with the Information
Handling Services Inc. (IHS) shows that -electronic
counterfeits have quadrupled since 2009 and have, on average,
increased by 25% every year since 2001[13]. One out of every
four counterfeit parts reported was an analog integrated circuit
(IC). Such a huge increase in analog counterfeit ICs clearly
suggests the importance of security and identification
primitives such as PUFs in analog ICs. The PUF presented in
this paper has the following advantages:

1. Easy identification in analog/mixed-signal (AMS)
chips: The proposed PUF is essentially analog with
regards to the characteristics which can be used for
identification of any AMS chip.

2. Minimal hardware overhead: The PUF design uses
comparators and since comparators form a
fundamental part in almost all AMS ICs, the proposed
design can reuse comparators in any AMS chip to
form a PUF with minimal hardware overhead.

3. Utilization in digital chips: The comparators used
can be made of digital components and logic gates,
making the PUF suitable for digital chips as well.

This paper is organized as follows. Section II provides a
brief background on dynamic latched comparators and their
input offset voltage. Section III introduces the concept of the
proposed PUF as well as its implementation. Section IV
presents the measurement results of the proposed PUF.
Finally, Section V concludes this paper.

II. DYNAMIC LATCHED COMPARATORS

The comparator is a critical component in many analog-
to-digital converters (ADCs), and has a significant impact on
the overall performance of the ADC. Dynamic latched
comparators are known for their high-speed, low-power, and
small area, so it is not surprising that they have become
widely used in ADCs. The dynamic aspect of dynamic
comparators drastically reduces static power consumption,
but introduces kickback noise into the system. Additionally,
dynamic comparators still experience reduced accuracy due
to random input offset voltage. Offset cancelation and
kickback noise reduction techniques are a widely researched
topic with many promising solutions. This section describes
the operation of a dynamic latched comparator and briefly
analyzes its input offset voltage.

A. Operation of the Dynamic Latched Comparator

The “Lewis-Gray” comparator [14], widely used in
pipeline ADCs, is a variant of the conventional dynamic
latched comparator and is shown in Fig. 1. It is a fully
differential dynamic comparator with input transistors M;-
M,. The regenerative latch is realized using cross coupled
inverters, represented by transistor pairs MsM;o and M¢M;
of Fig. 1.

The operation of the dynamic comparator begins with the
reset phase when CLK goes low. In the reset phase, the
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Fig. 1. “Lewis-Gray” dynamic latched comparator structure analyzed
in [14]

positive feedback loop between the cross coupled inverters is
broken by transistors M; and Mg operating in the cutoff
region. Meanwhile, transistors My and M, are turned on
which pulls Vour and Vou up to Vpp in order to define a start
condition for the comparison phase. The output of the
comparator is determined during the comparison phase when
CLK goes high. In the comparison phase, transistors Mo and
M, turn off, leaving the node capacitances at the outputs
charged to Vpp from the reset phase. Meanwhile, transistors
M5 and Mg are turned on, closing the positive feedback loop
of the cross coupled inverters. The input transistors M; — My
operate in the triode region and thus act as voltage controlled
resistors. I is the total current through transistors M; and M,
while I, is the total current through transistors M3 and M.
The positive feedback quickly sets the outputs based on the
race condition between I; and I,, which are discharging Vu
and Vou+, respectively. The larger current pulls the
corresponding output low, causing the positive feedback to
set the other output high. The reset phase begins again as
CLK goes low, and the cycle restarts.

B. Input Offset Voltage Analysis

If no mismatch exists within the dynamic comparator,
then a balanced state is reached. In the balanced state, both
sides of the “Lewis-Gray” comparator are identical, so Vou+
is equal to V... However, a realistic circuit will experience
mismatch caused by many different factors, and thus the
outputs will not be equal. The input offset voltage, AVi,, is
defined as the compensation voltage required at the input to
set the outputs to be equal, as in the balanced state. AVi, is
considered to be the static input offset voltage and is
dominated by mismatches in transistor parameters pCox and
Vi [14], where p is the charge-carrier effective mobility, Cox
is the oxide capacitance, and Vy, is the threshold voltage. An
extensive analysis of the static input offset voltage of the
“Lewis-Gray” comparator was carried out in [14]. It was
shown that transistors My and M, have a negligible
contribution to the static offset because they are off during
the comparison stage. From the equations derived in [14] for
each transistor pair mismatch, it can be seen that the random
mismatch in Vg and pCoy of each transistor M; — Mg and Mo



— M, contribute to the overall static voltage offset of the
comparator. The effects of C,x were combined with p since
they are both always in the form of a product. The random
mismatch in threshold voltage, 6%y, and random mismatch in
mobility of NMOS and PMOS ftransistors, 6%unp can be
modeled as the following.
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where W and L are the width and length, respectively, of the
transistor pair. Avt, Ay, Svi, and S, are all process dependent
parameters. The rightmost term in (1) and (2) represent the
variation in mismatch due to the distance D on chip between
transistor pairs. The exact distance is also process dependent,
but has only a minor contribution to the overall mismatch.

Parasitic capacitance is another dominant, process
dependent contributor to offset voltage, although the effects
of parasitic capacitor mismatch cannot be observed when
calculating the static input offset voltage. Capacitor mismatch
can only contribute to the offset voltage during a transient
process. Thus, the offset created by mismatch in parasitic
capacitors is called the dynamic offset voltage. Similar to
before, the balanced state method is used to determine the
dynamic input offset voltage, Vos cr, which, when applied to
the input, sets the output voltages to be equal and their
derivatives to be equal as well. Reference [14] derives the
equation for the dynamic input offset voltage:

ACL las3tldsa
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where ACp is the mismatch between the parasitic load
capacitances at the outputs. It can be seen from (3) that the
process dependent parameters, u, and Cox, also affect the
dynamic input offset voltage.

III. PROPOSED PUF DESIGN

As can be seen from the analysis in Section II.B, the
inherent offset voltage of each comparator is sensitive to
process variation and device mismatch. Additionally, as the
need for high-performance analog-to-digital converters has
increased, dynamic latched comparators have been optimized
for low power, high speed, and small chip area. Thus, dynamic
latched  comparators  demonstrate ~ many  suitable
characteristics for use in PUF applications. Fig. 2 shows the
block diagram of the proposed weak PUF presented in [12],
which employs a chain of N comparators to create an N-bit
unique ID. As can be seen, the inputs of each comparator are
all connected to a single reference voltage, Vi, causing the
output of the comparator to be a 1 or 0 depending on whether
the inherent offset voltage, V., is positive or negative,
respectively. In this work, two different implementations of
the proposed PUF were created for testing, each PUF
employing a different dynamic comparator. These two
comparators, the double-tail and three-latch comparators, are
described in further detail in subsections III.LA and III.B,
respectively.
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Fig. 2. Block diagram of proposed PUF circuit [12]

Because the comparator is a fundamental block among
AMS applications, this PUF can reuse comparators in an AMS
chip to produce a chip-specific identifier with minimal
hardware overhead. The only additional hardware needed is
the digital control circuitry, which consists of counters, logic
gates, a MUX, and an averager (2 in Fig. 2). The averager is a
critical in combating noise and improving the reliability of the
PUF response. The functions of the averager are discussed
further in subsection III.C.

A. Double-Tail Comparator

One PUF was designed and fabricated using the modified
double-tail dynamic comparator presented in [15] and shown
in Fig. 3. This topology requires less stacking than the
conventional dynamic latched comparator, allowing the
double-tail comparator to operate reliably at lower supply
voltages. Additionally, the intermediate stage represented by
transistors Mg and Mg, of Fig. 3 provides shielding between
the input and output, thus reducing kickback noise compared
to the conventional dynamic comparator. Low power is
achieved through transistors Mgy and Mgy, which greatly
reduce the static power consumption of the input stage. This
low-power, low-voltage implementation would allow for an
efficient PUF with a robust output across supply voltage
variations. Furthermore, the reduced kickback will also
increase robustness by reducing the effect of each comparator
on the rest of the connected chain of comparators.

B. Three-Latch Extended Range Comparator

Comparators in most AMS systems are designed to
minimize the input offset voltage, but in the proposed PUF a
small input offset voltage intuitively reduces the reliability
and robustness of the PUF response. If a comparator has an
inherent offset voltage that is much smaller than the noise
present in the circuit, then the comparator output and the
corresponding unique ID bit will be dominated by noise, and
thus be considered unreliable. In order to increase reliability
and robustness, the second PUF was implemented using the
three-latch, extended-range dynamic comparator presented in
[16], and shown in Fig. 4. This comparator was designed for
use in stochastic ADCs, so the standard deviation of the input
offset voltage is doubled compared to the conventional
NAND-based dynamic comparator. This is achieved by
adding a third latch (the bottom latch in Fig. 4) to a pseudo-
differential dynamic comparator in order to reduce the current
through the comparator and introduce more device mismatch
into the system. Furthermore, an all-digital implementation of
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Fig. 4. Three-latch extended range comparator (left) and its digital
implementation (right) introduced in [16]

this comparator can be achieved using NAND3 gates, as
shown in Fig. 4.

C. Digital Averager

The digital averager, represented by I in Fig. 2, is
implemented to reduce the effects of noise and, as a result,
increase the reliability of the PUF. This is achieved by
averaging each comparator output over a given number of
cycles and determining the corresponding unique ID bit based
on the majority output. In this work, the averaging concept is
further extended to assign each unique ID bit into one of a
number of bins set by user-defined thresholds. In the
implemented PUF design, four bins were used to characterize
each bit as a strong 1, a weak 1, a weak 0, or a strong 0. A
comparator with a large input offset voltage will rarely be
affected by noise, if at all. Thus, its output will be consistent
and the corresponding ID bit is considered to be strong and
reliable. On the other hand, a comparator with a small input
offset voltage will be hindered by noise and will experience

Fig. 6. Photo of test setup used during PUF measurements

occasional or frequent bit flips at its output. This corresponds
to a weak and unreliable ID bit. The digital averager’s built in
characterization allows the user to easily mask unreliable bits,
as explained in the measurement results of Section IV, in order
to ensure a reliable and robust PUF output.

IV. TEST-CHIP MEASUREMENT RESULTS

The proposed PUF in Fig. 2 was fabricated using a 0.13
pm CMOS process. The die photo shown in Fig. 5 contains
both implementations of the PUF mentioned in the previous
section. Each die contains a double-tail array and a three-latch
array (each with 448 comparators), as well as block selection
and digital control circuitry. A total of 1792 bits were
generated for each PUF implementation across 4 chips. Each
comparator is sampled over 15 cycles and averaged to
determine the corresponding unique ID bit. The strength of the
ID bits are determined by the number of ones sampled from
each comparator over the 15 cycles and are defined as follows:

e  Strong 1: Number of 1’s sampled > 12

e  Weak 1: 8§ < Number of 1’s sampled < 11
e Weak 0: 4 < Number of 1’s sampled <7
e  Strong 0: Number of 1’s sampled < 3

The test setup used to measure each PUF is shown in Fig.
6. A Temptronic ATS-605 thermostream system was used to
perform temperature variation measurements and a Tektronic
TLA6404 Logic Analyzer was used to capture the digital PUF
outputs.

A. Masking Unstable Bits

To maximize the reliability of the proposed PUF, the
digital averager discussed in section III is used to characterize
the strength of each unique ID bit, allowing the user to
determine which bits are unreliable. In this work, each PUF is
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across temperature variations

evaluated 100 times at nominal conditions (64 times at
variable conditions) and each ID bit is categorized by strength.
A bit is defined as unstable if it is categorized as weak at least
once among the samples taken. Fig. 7 shows the percentage of
unstable bits across 0.8V-1.4V voltage supplies for both the
double-tail implementation and the three-latch PUF
implementation. The total percentages of stable bits across
0.8V-1.4V for the double-tail and three-latch implementations
are 81.9% and 69.9%, respectively. Fig. 8 shows the
percentage of unstable bits across the temperature range 0°C-
80°C for each PUF implementation. The total percentages of
stable bits across 0°C-80°C for the double-tail and three-latch
implementations are 91.2% and 83.0%, respectively.

In this work, the unreliable bits are masked so that only the
bits that are stable across all voltage supply variations will be
used to create 64-bit PUF outputs. Unfortunately, this
functionality was not implemented into our fabricated device,
so the masking was performed during the post-processing
phase of the PUF measurements.

B. Intra-Hamming Distance (Reliability)

The reliability of each PUF implementation is represented
by the intra-HD of each PUF response. The masking technique
from Section IV.A is implemented in order to include only the
strong bits across voltage supply variations. As seen in Fig. 9,
the normalized intra-HDs for the double-tail and three-latch
implementations across 0.8V-1.4V voltage supplies are less
than 0.89% and 0.96%, respectively. Fig. 10 shows the intra-
HDs for the double-tail and three-latch implementations to be
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Fig. 10. Measurement of Normalized intra-Hamming Distance for
each PUF implementation across temperature variations
less than 0.14% and 0.15%, respectively, for temperatures up
to 80°C.

C. Inter-Hamming Distance (Uniqueness)

The uniqueness of the PUF is measured by the inter-HD.
The masking technique mentioned in section IV.A is used to
create 64-bit PUFs to measure the inter-HD at nominal
conditions (1.20V at 27°C). 22 64-bit PUF codes were utilized
for the double-tail implementation and 19 64-bit PUF codes
were utilized for the three-latch implementation. The
normalized inter-HD is displayed in Fig. 11 for each PUF
implementation. It can be seen that the double-tail
implementation has a normalized inter-HD of 47.9% with a
standard deviation, o, of approximately 1.9, while the three-
latch implementation has a normalized inter-HD of 48.5% and
a o of approximately 1.6. Fig. 11 shows that both PUF
implementations produce chip-specific identifiers with nearly
ideal uniqueness, represented by an inter-HD of 50%.

D. Power Consumption

The power consumption of the proposed PUF was
measured for the three-latch implementation at a throughput
of 4Mb/s. No masking technique was used during this
measurement. Unfortunately, the fabricated design operates
with all 64 comparators of a PUF active, when only one needs
to be active at one time to produce an ID bit. Because of this
design flaw, a large amount of dynamic power is wasted on
the unused, but active, 63 comparators. This design is
measured to require an energy per bit of 1.5 nJ/bit at 4Mb/s.
Fortunately, the power consumed by only the 64 comparators
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each PUF implementation at nominal conditions
can be determined through manipulation of the block select
circuitry in the fabricated design. Thus it is possible to
estimate the power consumed by a single comparator. Using
this estimation, we can then calculate the theoretical power
consumption of an optimized design of the proposed PUF,
which only has one active comparator at a time. The optimized
energy per bit was calculated to be 34.5 pJ/bit at 4Mb/s.

E. Comparison with State of the Art

Table I compares the proposed PUF with state-of-the-art
designs. Compared to previous works, the PUF proposed in
this paper has a unique advantage of having all-digital
components with analog capabilities. Thus, the proposed
PUF can be used in analog, AMS, and digital applications.
Finally, the proposed design uses simple comparators which
are a fundamental block in almost all AMS chips, allowing
for comparator sharing and reduction in hardware overhead.

V. CONCLUSION

This paper builds upon and evaluates a novel weak PUF
which utilizes the random input offset voltages of dynamic
latched comparators in order to create a chip-specific
identifier. The analog characteristics of the implemented
dynamic latched comparators allow for the proposed PUF to
be used in AMS applications. In this case, because
comparators are a fundamental block in AMS circuits,
comparator sharing can be employed to implement the PUF
with minimal hardware overhead. It is also possible to design
dynamic latched comparators using only standard digital
gates. Thus, it is possible to implement the proposed PUF in
all-digital applications as well. Two implementations of the
proposed PUF, each using a different comparator, were
designed and fabricated using a 0.13 pm CMOS process. The
functionality, reliability, and uniqueness of the PUF were then

TABLE [
COMPARISONS WITH STATE OF THE ART PUFS
[10] [11] [17] Proposed
Technology 90nm 65nm 65nm 130nm
B 2
Area/Bit () 22x10° | 727 | 6000 | 6500

(F = min. feat. size)
VDD Range (V) 0.54-0.66 | 0.6-1.2 | 0.7-1 0.8-1.4
Temp Range (°C) 25-125 0-80 25-85 0-80

Bit Instability <0.01% | <3.5% | <5% | <0.97%
Inter-HID - 0.5001 | 0.5014 | 0.4850
Energy/Bit (pJ) - 0.548 | 0.015 345

*Calculated power for optimized design

verified through experimental measurements. The PUF
demonstrated excellent reliability with an intra-HD of less
than 0.96% across 0.8V-1.4V voltage supply and less than
0.15% for temperatures up to 80°C. The inter-HD of the 64-
bit PUF outputs was measured to be 48.5% with a o of 1.60.
Finally, based on measurements of our power inefficient
design, it is calculated that an optimized design will only
require 34.5 pl/bit at a throughput of 4Mb/s. Future work will
investigate the impact of aging on the proposed PUF.
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