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Abstract—Physically Unclonable Functions (PUFs) have
emerged as a security block with the potential to generate chip-
specific identifiers and cryptographic keys. However it has been
shown that the stability of these identifiers and keys is heav-
ily impacted by aging and environmental variations. Previous
techniques have mostly focused on improving PUF robustness
against supply noise and temperature but aging has been largely
neglected. In this paper, we propose a new aging resistant design
for the popular ring-oscillator (RO)-PUF. Simulation results
demonstrate that our aging resistant RO-PUF (called ARO-
PUF) can produce unique, random, and more reliable keys. Only
7.7% bits get flipped on average over 10 years operation period
for an ARO-PUF due to aging where the value is 32% for a
conventional RO-PUF. The ARO-PUF shows an average inter-
chip HD of 49.67% (close to ideal value 50%) and better than
the conventional RO-PUF (~ 45%). With lower error, ARO-PUF
offers ~ 24X area reduction for a 128-bit key because of reduced
ECC complexity and smaller PUF footprint.

Keywords—PUF, reliable RO-based PUF, reliable PUF, robust
PUE aging resistant PUFE, PUF reliability.

I. INTRODUCTION

In the effort to design secure systems, Physical Unclon-
able Functions (PUFs) have emerged as a potential security
block [1-4] as they can generate volatile secret keys for a
system. PUF is an integrated circuit that generates secret
keys by exploiting the inherent physical variations of devices.
PUFs provide a high level of protection in security block.
It offers strong volatile key storage to make the system
tamper-resistant. Functionally, a PUF maps a challenge, input
to the PUF, to responses, PUF output. A PUF exploits the
physical characteristics of silicon and provides an alterna-
tive to conventional digital signature stored in non-volatile
memory. It uses the physical properties of each device to
generate a chip-specific fingerprint or key. Identical PUFs
with the same manufacturing process provide a different set
of data because of small variations between each device.
PUF can be used extensively in security applications such as
IC identification/authentication, hardware metering, certified
execution, and key generation for encryption [4-9]. Several
PUFs have been proposed over the past decade, such as Arbiter
PUF [2], ring-oscillator-based PUF (RO-PUF) [4], SRAM-
based PUF [13], Butterfly PUF [14], etc. Among them, the
RO-PUF is considered more reliable under a wide range of
temperatures and it has been more widely accepted because it
is less complex and easier to fabricate [4, 17, 22].

In order to be useful in practical security applications, the
fingerprint or key generated by the PUF should be reliable or
stable (i.e., not change over time). For example, in cryptogra-
phy, decrypting the original message will be impossible with
wrong private/public keys. Authentication of devices, secure
communication, etc. also suffer from complications due to
PUF instability. It is relatively well known that aging and
environmental variations lead to performance degradation and
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lower reliability in ICs [10-12, 23-24, 32]. Similarly PUFs,
hence, the keys they generate will therefore also be rendered
less reliable by such variations. Run-time aging effects such
as negative bias temperature instability (NBTI), hot carrier
injection (HCI), oxide breakdown, and electromigration (EM)
are the most critical causes of continuous performance and
reliability degradation [10]. Threshold voltage (Vr), channel
length, timing, etc. are the critical parameters that decide the
performance of a chip. NBTI can degrade V; of a transis-
tor by 10-15% in the first year depending on technology
and workload [23], which reduces drive current and hence
circuit performance. During negative bias (pMOS is ON),
pMOS experiences a constant degradation. However, partially
recovery occurs when the stress is removed (pMOS is OFF).
HCI is a function of switching activity and can accelerate
degradation even further by shifting the threshold voltage of
nMOS transistors over time [12]. While HCI mostly impacts
the Vr of the nMOS, it may also degrade the drain current
of both nMOS and pMOS [32]. The delay degradation due to
NBTI and HCI follows the same trend as the V7 degradation.
The severity of the degradation due to NBTI and HCI is
dependent on workload, logic function, temperature, supply
voltage, threshold voltage, technology and geometry [10, 21,
23-24, 32]. In general, low Vr transistors experience more
degradation over time than high V7 transistors. Similarly,
higher-supply voltage, Vpp, and higher-operating temperature
expedite the delay degradation over time. Fundamentally,
aging will permanently shift many critical parameters the
PUF uses to generate its key and therefore is a significant
concern to PUF reliability. Another issue for PUF reliability
is temperature variation. Operating temperature affects the
delay of a device by changing its mobility and threshold
voltage [12]. As temperature increases, the threshold voltage
decreases which leads to an increase in the drain saturation
current. At the same time, it decreases the mobility of the
MOSFET, which causes a decrease in the drain saturation
current. However, the mobility degradation dominates, and
consequently, the delay of the device decreases. Similar to
aging, these temperature-induced changes to delay will also
create noise in the PUF’s key. However, unlike aging, the
effects can be reversed by returning the device to its nominal
operating temperature. Like temperature, power supply noise
also affects the delay, because of deviation from nominal Vpp,
of logic gates and hence the reliability of an IC. The power
supply delivery network and parasitic impedance of packages
result in Vpp fluctuation and impact the IC performance. Like
aging and temperature variation, Vpp fluctuation is also liable
to impact the reliability of a PUF. Unlike aging the supply
noise’s impact is temporary, i.e., when Vpp is back to its
nominal value, the PUF operates more reliably. Researchers
have proposed several techniques to improve the reliability
of a PUF [16-19, 21, 23, 24, 28-29]. For example, error
correcting codes (ECC) have been used to fix up to a certain
number of erroneous bits in the PUF key. For example, it
has been reported in [15] that the index-based syndrome
followed by a 3x repetition code and BCH [30] code can lower
the RO-PUF error rate below 1 ppm under severe operating



conditions. Unfortunate]f', ECC has high VLSI overheads
that increase quadratically with the number of errors. To
reduce these costs, several techni?\ues have been proposed to
combat environmental variations. A circuit technique has been
I}lﬁ)posed to improve the reliability and uniqueness in [16].

e authors showed that sub-threshold region of operation
and forward body bias drastically improve the PUF uniqueness
and reliability. They also showed to Freserve better reliability;
a PUF should maintain a nominal operating voltage or a
well-below threshold voltage. Temperature-Aware Cooperative
(TAC) was proposed in [17] to improve the reliability under
different operating temperatures on RO-PUE. In [18], the
authors found an operating point where temperature effects
have been minimized. Aging effects on the reliability of a
PUF was studied in [20]. The authors showed how changes
to the intra-chip hamming distance (HD) due to aging causes
error during authentication.

Although the impact of aging on RO-PUF has been stud-
ied, little work has been done on developing PUF:s that are less
sensitive to aging. Unlike temperature (supply noise) analysis
where high/low temperatures (supply noise) can be applied
very quickly to evaluate each PUF, such luxury does not exist
when analyzing aging. Aging analysis is extremely slow and
expensive. Thus, there is a need to design aging-resistant PUFs
such that there will be no need (and no extra cost) to aging
analysis during production test of the device and the PUE In
this work, we prolg)ose an aging-resistant RO-PUF (ARO-PUF)
that generates reliable volatile digital secret keys in security
g{pplications for a long time at different operating conditions.

o our knowledge, the proposed ARO-PUF is the first aging
resistant RO-PUF. By increasing resistance to aging, our PUF
requires much lower ECC overheads, thereby making it more
practical in a wider range of systems. The proposed PUF
1s also less sensitive to temperature variations. We analyze
our structure at different operating conditions and compare
with the conventional RO-PUFE. Simulation results, based on
a 90 nm technology, show that the ARO-PUF generates more
stable output,~ 4x than an RO-PUF, over long term use at
different operating conditions. The simulation results also
show that the ARO-PUF is less sensitive to temperature than
the conventional RO-PUF with similar sensitivity to Vpp vari-
ations. ARO-PUF is ~ 18% less sensitive to temperature than
an RO-PUE. We also compare the area overhead contributed by
required ROs and ECC scheme between RO-PUF and ARO-
PUE. Because of less sensitivity to aging and temperature
the system with ARO-PUF requires less ECC encoding and
decoding complexity and less amount of bits to generate a
fixed-length key. The result shows that a system with ARO-
PUF requires ~ 24X less area overhead than the same system
with a conventional RO-PUE.

The rest of the paper is organized as follows: In Section II,
we discuss the background of conventional RO-PUF, quality
factors of PUFs, and RO-PUF reliability. In Section III, we
discuss our proposed ARO-PUF design and how it improves
PUF quality factors. The experimental results and analyses
are shown in Section IV. We conclude the paper in Section
V. In this paper, we use the terms conventional RO-PUF and
RO-PUF equivalently.

II. PRELIMINARIES
A. RO-PUF

Figure 1 presents a conventional RO-PUF which consists
of N identically laid out ROs, two counters, a comparator, and
two N-bit multiplexers. Each of the identical ROs oscillate
with unique frequency because of the device’s manufacturing
process variations. The input to the PUF (challenge) is applied
to both MUXs so that one pair of ROs is selected. The counters
count the number of oscillations for a fixed time interval
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Figure 1: Conventional RO-PUE.

known as comparison time. After comparison time, the outputs
of the counters are compared to generate a response. The
output of the comparator is set to 0’ or 1’ based on which
oscillator from the selected RO pair is faster.

B. PUF Quality Metrics

Reliability, uniqueness, and randomness are three major
metrics used commonly to assess the quality of a PUE
Uniqueness measures how a single PUF is differentiated from
other PUFs. The average hamming distance (HD) between
PUFs in different chips to the same challenges is the most
popular way to measure uniqueness. Ideally, inter-chip HD
should be 50%. The Reliability of a PUF determines how
efficiently a PUF can generate the same response at different
ogerating conditions and over time for a given challenge. Intra-
chip HD is an effective metric to estimate the reliability of a
PUE. For an ideal PUF, the intra-chip HD should be zero.
Randomness measures the unpredictability of the response of
a PUF and it determines whether the PUF is biased or not. One
expects different responses for different challenges in a PUE.
For a good PUF design, changing one bit in a challenge should
alter nearly half of the response. Randomness can be measured
using various practical approaches based on statistical tests,
complexity, and transformations [25].

C. RO-PUF Reliability

An applied challenge selects a pair from a group of ROs,
and the frequency of that pair is compared to generate a
one-bit response. However, because of environmental and
aging variations not every pair can generate a reliable bit.
The temperature, supply noise, and aging have significant
effects on the frequency of each set of ROs. The speed
degradation of an RO degends largely on both negative-bias
temperature instability (NBTI) and hot carrier injection (HCI).
The frequency degradation of an RO due to NBTI and HCI
has been modeled in [32]. Zero-signal probability is the reason
behind NBTI and shows a wide range of variations depending
on topology, operating condition, and workload. The inglét
signal of each inverter in an RO could experience a
stress, of which half inverters experience a constant "0/ and
other halves receive '1’. NBTI degrades those gates with "0/
inputs by increasing the device threshold voltage and reducing
the carrier mobility as a function of stress condition and
time. It is preferred if all inverters on ROs receive 1’ so
they experience minimum amount of aging. If the input of
ROs’ inverters are not assigned properly, the rate of frequency
degradation in different pMOS transistors might be different
and hence the rate of frequency increase or decrease in the ROs
might be different causing the response to flip. HCI, because
of switching activity, degrades the circuit with aging under
normal operating conditions. Unlike NBTI, HCI depends on
RO frequency. Due to different degradation rates, the RO
with higher frequency can become slower than the other in
a pair. This condition causes a bit flip and makes the PUF
unreliable when same pair is selected by the applied challenge
and their relative positions remain unchanged. To increase the
robustness of a PUF under environmental variations and the
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Figure 2: Reliability issue of RO-PUF.

device’s aging, one can choose only the pairs with large-base
frequency difference. Figure 2 illustrates how the reliability of
an RO-PUF is affected by environmental variations and aging.
In an RO-PUF, one can compare the frequency of ROs of a pair
selected by given challenge. Suppose a pair has two ROs, RO1
and RO2, selected by MUX1 and MUX2, respectively. The

air will always generate a reliable bit if the frequency of the

O1 is always higher than the frequency of RO2, regardless of
environmental variations and device aging. This pair is known
as a stable or good pair (Figure 2(a)). Figure 2(b) shows how
a bit could flip beyond a certain operating condition or after a
certain amount of aging of the device. If the inverters of RO1
experience more logic ‘0’ than the inverters of RO2, the bit
flip could occur before the target chitg1 lifetime (i.e., time we
expect to use the device containing the PUF before it fails).
Before considering environmental variations and aging, RO1
is faster than RO2. But after a device reaches a certain age
or experiences a different operating condition, the RO1 could
become slower than the RO2 and flip the bit. We refer to
this point as the crossover point. The potential crossover in
frequencies makes it difficult to obtain reliable bits in an RO-
PUF under different operating conditions over a long period
of time. The frequency degradation of an RO due to aging is
~ 149% over 10 years period of time. The quick V7 degradation
due to aging will force some bits in the PUF output to flip.
So, the components in an RO-PUF should be designed in such
a way that it becomes less sensitive to aging and hence the
PUF generates reliable keys. The rate of decreasing/increasing
frequency, i.e. the slope of the straight lines (Figure 2), is
important. We consider it as the guide to design a reliable
ring-oscillator-based PUF over a target chip lifetime. Note that
temperature creates a temporary change in ROs’ speed but
aging mechanisms create a permanent change in the speed of
ROs in an RO-PUF. Motivated by this, in the next section,
we discuss our proposed ARO-PUF, which is less sensitive to
environment variations and to a device’s aging.

III. OVERVIEW OF THE PROPOSED ARO-PUF
A. Architecture and Operation

The architecture of the ARO-PUF is the same as the
RO-PUF (see Figure 1), except we replace the conventional
RO’s with an aging resistant design. Because of its special
characteristics, we call it aging-resistant RO (ARO). The
digital key extraction from an ARO-PUF is same as an RO-
PUE Like the RO-PUF, a pair of AROs are selected by an
applied challenge and compared to generate a digital key in the
ARO-PUE Figure 3(a) illustrates the proposed aging-resistant
RO. NBTI in pMOS transistors is a critical issue for the
lifetime of a device. The degradation depends on threshold
voltage, the input stress (DC or AC), size, load, operating
temperature, supply voltage, etc. A DC stress means that the
gate receives a constant input value of ‘0’ at all times, while an
AC stress indicates that the gate input changes between '0/ and
’1’. When a pMOS transistor receives a '1’, it actually recovers
parts of the NBTI-induced degradation. HCI effect, however, is
due to switching between ‘0" and 1’ on an nMOS transistor.
Note that research and silicon data have shown that NBTI
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Figure 3: (a) Aging-Resistant RO (ARO), (b) Oscillatory
mode, and (c) Non-oscillatory mode.

dominates HCI in terms of total degradation in the field [11-
12, 21, 23, 24, 28-29, 32].

Different studies have reported that there is a stron
correlation between the NBTI and zero-signal probability (
stress) [21]. If the input of a pMOS transistor experiences ‘0’
for longer period of time, the frequency de(fradation becomes
higher due to NBTI. One easy solution to addressing the aging
problem in an RO is to use sleep transistor, however, simula-
tion results show that the frequency degradation rate is ~ 7%
when sleep transistors are used, since pMOS sleep transistor
experiences static NBTI that enhances the degradation due to
aging [26]. There have been a significant amount of work in
literature to combat against NBTI and HCI [21, 23-24, 28-29]
but none intended for RO-PUF.

In general, a PUF in a chip is used only for a short period
of time; we call it PUF activation time. For example, if a
PUF is used only for IC identification, the PUF might only
be used just a few times in an IC’s lifetime operation to help
authenticate the IC against counterfeiting. As another example,
a PUF used for on-chip key generation is only used wgen
the system calls for a key to run a cryptography algorithm.
An activation of 10% means that during chip lifetime, PUF
is ON about 10% of the time. Note that, in practice, the
expected PUF activation time will be much smaller than the
total chip lifetime. In all cases, when the conventional RO-PUF
i?)(%ut in the oscillating (AC stress) or non-oscillating mode
( stress) when it is not used, it will experience significant
amount of aging, see Section IV. The ARO-PUF addresses
this challenging problem by mitigating NBTI and HCI effects
when PUF is not used.

The ARO, shown in Figure 3(a), significantly reduces
aging in the RO inverters. In oscillatory mode, when the PUF
is used, the EN signal remains active and keeps the M;s ON
and M_.s OFE Hence the ARO acts like an RO, as shown
in Figure 3(b). The frequency decreases when extra nMOS
transistors are added into the ARO, as those extra nMOS
transistors add additional delay and capacitive load. But it
can be increased easily by reducing the number of stages
(k). The frequency of each ARO remains unique because of
process variations. In non-oscillating mode (see Figure 3(c)),
when the PUF is not used (EN='(Y), the M;s are kept OFF to
stop oscillation and M s are turned ON to force the floating
signals in each inverter’s input to Vpp — Vr to mitigate the
HCI and NBTIL In an ARO, the nMOS transistors between
two inverters, Mps, could be replaced by transmission gates.
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Figure 4: Aging aware concept for ROs.

To eliminate the floating signal values, in input to the inverters,
M _s are used to charge the floating points. Transistor M, forces
the floating signal to Vpp — Vr so that the pMOS transistor in
inverters does not experience ’0’ in the non-oscillating mode.
Hence the pMOS in the inverters will not age when in non-
oscillating mode. An nMOS transistor has been used instead
of a pMOS transistor between power supply and gate inputs
to avoid NBTI effect on them. By restricting the number of
oscillations and the time that a logic O appears at the PMOS
inputs, our design can significantly mitigate the HCI and NBTI
aging effects in the PUF and therefore produce more reliable
outputs over time.

B. Reliability Enhancement

Based on the structure of the ARO it can be concluded
that the degradation speed rate of frequency is much lower
than a conventional RO, as the ARO is less sensitive to aging.
The question then is how significantly the ARO improves the
ARO-PUF’s robustness against aging. Figure 2 depicts how a
bit could be flipped because of device’s aging or environmental
variations. Figure 4 shows how the reliability in our technique
improves significantly. Because an ARO is much less sensitive
to aging, a pair in an ARO-PUF takes more time to reach
the crossover point than a conventional RO-PUF as the rate
of frequency degradation improves by a significant margin.
As a result, the ARO-PUF eliminates the need for aging
analysis and thus requires engineers to only focus on the
temperature/supply noise analysis (a well investigated subject
in PUF domain). The ARO-PUF generates reliable signatures
for a longer period of time compared to the conventional RO-
PUE The ARO is also less sensitive to temperature variations
as device experiences Vpp — Vr in non-oscillatory mode and
improves Vr degradation more than the conventional RO.
Consequently the rate of changing frequency becomes slower
than the conventional regular RO. As a result, ARO-PUF
works reliably over different conditions and longer operating
ranges. RO selection in a pair and frequency degradation rate
determine the reliability of a PUF. Because of impossible zero
frequency degradation, the initial frequency gap of two ROs in
a pair should be as large as possible to allow some amount of
frequency degradation to obtain reliable keys. The acceptable
frequency degradation of an RO in a pair depends on both the
initial frequency gap at normal operating temperature and the
frequency degradation of each RO in that pair.

IV. SIMULATION RESULTS AND ANALYSIS

Both conventional RO-PUF and ARO-PUF are imple-
mented in HSPICE [27] with the Monte Carlo simulation for
100 chip instances in 90nm technology node. The process
variation for 100 different chips are generated with 10% intra-
die, 10% inter-die, and 3 sigma variations for L (channel
length of transistor), V7, and Tox (oxide thickness). A total
of 64 AROs are used to implement ARO-PUF, and each
ARO has 41 inverting stages, 41 Mps, and 41 M.s. The
RO-PUF is implemented with 64 conventional ROs where
each RO also has 41 inverting stages. A 32-bit response is

generated from each PUE. Both NBTI and HCI have been
accounted for in HSPICE MOSRA [27] to determine the
reliability of each PUF after 10 years. Minimum size inverters
(Wn=0.12u and Wp=2.5¥*Wn) are used in both PUFs. The
gate sizes for M, and M, are 0.12u and 0.24u, respectively.
Low V7 transistors are used during simulation. The gquency
degradation also depends on the activation time, the time
in which PUF is in oscillatory mode. Lower activation time
ensures higher reliability due to less oscillation. The activation
times are selected as 23%, arbitrarily. Other activation times
are considered in Table I to analyze their impact on ARO-PUE.
Both AC and DC stresses have been applied during simulation.
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Figure 5: Frequency degradation rate (Af= W *100%)
of RO and ARO under (a) Aging and (b) Temperature varia-
tion.

Impact of Agin%: Figure 5(a) shows the fre(Rlency degrada-
tion rate(Af) for both conventional RO and ARO under aging
(NBTI and HCI) with the above specified simulation setup.
The frequency degradation in 10 years is about 1.8% in our
Rroposed ARO whereas it is about 14.4% for a conventional

O. The degradation rate can be further reduced by adjusting
the parameters of ARO such as W,, and gate sizes of M,
and M,. Figure 6 shows distribution of the errors across both
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Figure 6: % of error after 10 years of operation for (a) ARO-
PUF and (b) RO-PUF under same stress condition.

PUF populations after 10 years. Error measures the number
of bits flipped during different measurements. The signature
has been measured for the first time when the PUF is ready
to be used and again 10 years later. The HD between two
measurements indicates the total number of errors generated
by a PUE Reliability analysis has been done for 100 chi

instances at nominal temperature and operating voltage (25°C,
1.2V). Figure 6(a) shows that the number of total bits flipped
in the ARO-PUF is 2.5 on average and 3.8 maximum among



Table I: Activation time and vs. error

Activation Time | RO Frequency Degradation Averagl:ﬁg hﬁt&w
3% 1.83% 7.81% 11.88%
10% 1.61% 7.03% 11.56%
5% 1.54% 7.03% 11.54%
1% 1.34% 7.01% 11.32%

a 32-bit response. The same values for the conventional RO-
PUF are 10.35 and 13.15, respectively, as seen in Figure 6(b).
After 10 years, the average error in response of the ARO-PUF
is 7.73%, whereas it is 32.41% in the conventional RO-PUF.
The results show a 75.84% improvement in reliability with
the ARO-PUF because the ARO is less sensitive to aging.
As mentioned earlier, the frequency degradation also depends
on the activation time of a PUF. Practically, the activation
time of a PUF in security applications should be much less
than 23% used earlier. Lower activation time further reduces
the error rate for the ARO-PUF, as the ARO experiences less
frequency degradation. Table I shows the average frequency
degradation and percent of bit error for different activation
times. The results show that frequency degradation, hence
error, decreases as activation time decreases. On the other
hand, a conventional RO-PUF is not affected by the activation
time as RO’s deﬁradation does not depend on activation time
as much; with the same gate size the frequency degradation
remains around 14%. These results clearly indicate that ARO
provides a much reliable circuit against agir(lig mechanisms
when used for security applications in the field.

Temperature and Vpp Sensitivity of ARO-PUF: An RO-
PUF is highly sensitive to temperature variation. The ARO is
less sensitive to temperature variation because the drain current
of the transistors along its oscillating path is less sensitive to
temperature than the conventional RO. The reduction of Vr,
because of increasing temperature, results in the increase of
drain current. Because of Vpp — V-, ARO experiences less
amount of increase in current and hence reduces the rate
of Vr shift with temperature. Figure 5(b) shows that the
frequency degradation rate of our proposed ARO is less than
a conventional RO under temperature variations. Simulation
results show that the frequency degrades almost 43% if tem-
perature is changed from —25°C to 150°C for our proposed
ARO, whereas it is almost 57.4% for a conventional RO.
The degradation rate affects the reliability under temperature
variations and the device’s aging. The average percentage of
intra-chip HD at different temperatures is shown in Table II.
The table shows the comparison in reliability between the
ARO-PUF and the conventional RO-PUF under temperature
variations. The response is measured at —25°, 0°, 25°, 50°,
75°, 100°, and 125° Celsius for both PUFs. At room tem-
perature, the accuracy of the ARO-PUF is 1.24 times better
than an RO-PUE The average percentage of intra-chip HD at
different temperatures is shown in Figure 7 for both PUFs. Our
proposed ARO-PUF has a better intra-chiEeHD profile because
1t is less sensitive to temperature than the conventional RO-
PUE The average percentage of intra-chip HD for the ARO-
PUF is 0.67 with a maximum of 1.5625. The average and
maximum values for a conventional RO-PUF are 0.86 and
2.6042, respectively. On the other hand, Table III shows that
ARO-PUF has almost similar sensitivity to Vpp variation as
RO-PUE.

Uniqueness of ARO-PUF: Figure 8(a) shows the uniqueness
of our proposed ARO-PUF at normal operating temperature.
The mean normalized HD is 0.4987. The uniqueness between
our proposed ARO-PUF and conventional RO-PUF under
different operating temperatures is compared in Figure 8(b).
The inter-chip HD for both PUFs is measured at —25°, 0°,
25°, 50°, 75°, 100°, and 125° Celsius. Figure 8(b) shows that
the inter-chip HD of our proposed ARO-PUF is very close
to 0.5 under the wide temperature variations specified above,

Table II: % Intra-chip HD comparison at different tempera-
tures

o % Intra-chip HD
Temperature (°C) ARO-PUF pKU-I’UP 9% Improvement
—25 0.92 1.14 19.30
00 072 0.833 13.25
25 0.46 0.57 19.29
50 0.57 0.70 18.57
75 0.70 0.87 19.54
100 073 0.91 19.78
125 03T 0.96 15.63

Table III: % of Intra-chip HD at different Vpps

v, Average Maximum
bD ARO-PUF RO-PUF ARO-PUF RO-PUF
1.08 1905 5.15% 10.78% 9.20%
114 172% 191% 0.66% 0.18%
176 3.00% 3.52% 10.61% 073% |
132 5.57% 5.85% 10.08% 10.27%
20 20

Y

=

S

Occurrence Freq)
Occurrence Frequency
>

s O o

)

1 2 3 4 0 1 2 3 4 s
% Intra chip HD (ARO PUF) % Intra chip HD (RO PUF)
@ (b)
Figure 7: Improved reliability profile in ARO-PUF under
temperature variations.

closer than the conventional RO-PUF because of the varia-
tions imposed by M;, and M.. At the same time, ARO-PUF
shows (~ 50%) inter-chip HD at different Vpps; (48.32%),
(49.32%), and (47.97%) for 1.08V, 1.20V, and 1.32V respec-
tively. ARO-PUF shows better uniqueness because of more
Vr and capacitive variations induced by the special purpose
nMOSs, Mps and M_s, used in ARO.
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Figure 8: (a) Uniqueness in ARO-PUF at normal operating
temperature and (EI)) Improved uniqueness in ARO-PUF at
different temperatures.

Randomness of ARO-PUF: The randomness of both ARO-
PUF and RO-PUF at different temperatures is reported in Table
IV. The result implies that our proposed ARO-PUF shows bet-
ter randomness than the conventional RO-PUF at all specified
operating temperatures due to more random mismatches and
better temperature profile. At normal oBerating temgerature,
the response of our proposed ARO-PUF possesses 55% ’1’



Table IV: % of '1’ in response to all possible challenges at
different temperatures

S
Temperature (°C) AR(;U- PIlij resp]({)gs_(;UF % Improvement
—25 60 66 9.09
0 59 64 7.81
25 55 60 8.33
50 58 62 6.45
75 58 62 6.45
100 58 61 491
125 58 60 3.33

and 45% '0’ on average, which is close to the ideal value (50%
1" and 50% '0’) and better than the conventional RO-PUF.

Table V: Area overhead comparison for 128-bit key

Blocks ARO-PUF RO-PUF Reduction
Required ROs 510 16382 32x
Area for ROs 510%6.5%A,mos 16382%3.5%A,.m0s 17.3x
ECC Encoder ~ 3Kgates ~ 12 Kgates ~4x
ECC Decoder ~ 20 Kgates ~ 75 Kgates ~3.75x

Aumos: Area of nMOS with Wn=0.12u
35 =Wn=0.12u)+ (Wp =2.5%Wn)
6.5 =(Wn=0.12u) + (Wp =2.5%Wn) + (Wyp = Wn) + (Wy =25 Wn)

Area Overhead: Table V shows the estimated area overhead
comparison between ARO-PUF and RO-PUF for 128-bit key
generation based on [30-31]. A system with the ARO-PUF
requires a smaller PUF footprint. For example, to correct
~7.9% and ~ 25% errors for a 128-bit key generation, BCH
requires 255 and 8191 bits respectively [30]. Though ARO
consumes more area than a conventional RO, ARO-PUF saves
~ 17x area because of smaller PUF footprint. At the same
time, both BCH encoder and decoder required lower overhead
(timing, power and area) since ARO-PUF has less errors than
RO-PUF. Estimation shows that ARO-PUF offers ~ 7x area
reduction for BCH encoder and decoder. ARO-PUF offers
more area efficient implementation for longer key size.

V. CONCLUSION

In this work, we have proposed the first aging-resistant
RO-PUF design. The simulation results show that the proposed
ARO-PUF ages significantly less compared to the conventional
RO-PUF. The ARO-PUF provides a more stable key over long
time and therefore reduces ECC complexity and offers smaller
PUF footprint, resulting in a more efficient implementation. At
the same time, the keys generated by the ARO-PUF are less
sensitive to temperature and also possess strong security prop-
erties. In future work, we shall evaluate the proposed ARO-
PUF in real ASICs and investigate complementary approaches
for further reducing ECC overhead.
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